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Abstract

In ICS environments, it is important for organizations in multiple indus-
tries such as Oil and Gas, Chemicals, Transportation, and Consumer Goods to
maintain the normal function of the ICS assets during the identification process.
Setting up and maintaining a real-time asset inventory in ICS is a method to
obtain information related to the assets that exist in the infrastructure. The
well-known used techniques are active and passive. Conducted researches have
shown that the active approach may harm the targeted asset by making it un-
responsive. On the other hand, the passive technique utilizes a safer approach
by collecting the information of assets’ traffic, without harming them. In this
research, we focused on the investigation of the hybrid approach of scanning,
which is the combination of active and passive techniques, to achieve the col-
lection of the best possible information from the assets without interrupting
their operation. In order to minimize the possibility of malfunctioning of the
assets, we needed to investigate the behavior of passive and hybrid techniques
separately, so we could trace and find in which circumstances the identification
of an asset leads to malfunctioning. To achieve this, we used some accessible
tools compatible with each scanning technique, which provided information in
depth about the assets. Also, we tested the behavior of assets during passive
and hybrid asset identification by creating a Proof of Concept, including a vir-
tualized Programmable Logic Controller (PLC) and Human Machine Interface
(HMI). Our results showed that devices in each experiment reacted positively
without any malfunction. Also, the experiments proved that hybrid scanning
offered more information regarding the devices compared to passive.

Keywords— ICS, PLC, HMI, Open PLC, Scada Br, active scanning, passive
scanning, hybrid scanning
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1 Introduction

An industrial control system (ICS) can be described as a group of different types of devices
that exist in an industrial environment. One of the purposes that these devices have, is the
control of crucial industrial processes. Industrial control systems can be utilized in differ-
ent industries such as chemical, pharmaceutical, pulp and paper, food, and beverage[1]. A
hypothetical example is a network of an energy company that consists of over one hundred
ICS devices, separated into multiple sub-networks. Personnel responsible for administrating,
maintain, and monitoring the environment must keep updated documentation of the infras-
tructure. The documentation contains information about the characteristics of devices, their
purpose in the infrastructure, and the inter-communication with other devices[2]. Maintain-
ing an up-to-date inventory is one of the top priorities that operators must have in mind.
To achieve this, the first step is to identify the assets in the network. There are two well-
known techniques that can be used for identification, the active and the passive scanning.
Active scanning sends packets with each device in the network, with the purpose of iden-
tifying their status and information that can be collected[3]. On the other hand, passive
scanning identifies services and hosts by collecting and analyzing network traffic. However,
both techniques come with some drawbacks. Active scanning can be more effective in terms
of the information that is collected, but it can cause disruptions and break downs to the
host or service[3]. Passive scanning on the other side has been proven that it cannot harm
devices and services, but the information that is obtained is not enough[4]. Except for these
two techniques, a combination of them can be used to provide effective information from
ICS devices with safety. This combination is called hybrid scanning and this paper mostly
focused on it.

1.1 Research Questions

The reason behind this research topic originates from the problems that ICS administrators
are facing when the identification of ICS devices occurs. Some of the most common problems
are the outdated network diagrams and the fragility of ICS components. In addition to
that, each scanning method either if it is active or passive, has its own drawbacks, as it
was mentioned before. Based on that, the scope of this research project is to combine
both techniques and evaluated it compared with passive. In more detail, the main research
question is the following:

What are the added benefits of hybrid scanning compared to passive?
To effectively answer the main research question, the following sub-questions need to be
answered:

• What are the problems that can occur by using hybrid scanning in ICS environments?

• How do certain types of ICS devices behave under hybrid scanning and what are the
problems that may arise in relation to these specific devices?

2 Related Work

In 2015, Adam Wedgbury et al. researched the problems that exist during the identification
process in ICS environments. According to the authors, in Information Technology (IT)
environments the most common way to discover an asset is by actively probing packets to
targeted devices. However, in the ICS infrastructure this can cause a lot of problems. ICS
devices are more fragile compared to IT devices. It is common for ICS devices to become
unresponsive when they receive unsupported types of packets. In their research, the authors
tried to identify what is the scale of the problem, available tools that exist, and how they
can be approached without interrupting devices’ availability[5].
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In 2018, Mohammed Abdulrazzaq et al. did a research trying to define the asset identifi-
cation in ICS, using already existing methods. Apart from the scope of identification, the
authors proposed an alternative method, the hybrid scanning. Hybrid tries to eliminate the
disadvantages of active scanning by combining it with passive scanning. It was also found
that the benefits of their combination can lead to better and safer results. However, not
enough research has been done so far[6].

In 2003, Sergei Bantseev et al. evaluated the available tools that exist for network scanning.
They came up with different categories, but there was one that stood out, the active hy-
brid. At the time of the research, the available tools in this category were Fluke Optiview,
Foundstone, Cheop-Ng, and Big sister. In their study, they concluded that there is not any
available tool that can do it all[7].

3 Background

To carry out our research, we conducted several experiments using the knowledge of previous
research. To get a better understanding of how our lab environment works, in this section
we describe the appropriate tools that we used and their functionalities.

3.1 OpenPLC

A programmable logic controller (PLC) is a special type of computer that was invented to
replace the sequential relay circuits for machine control[8]. PLCs can be used to handle
instructions from users and perform their programmable actions[9]. This kind of device can
be found in the industry section, but it is not unusual to be found in the IT environments too.
OpenPLC is an open-source tool developed by Thiago Alves[10], aiming to emulate PLC
programs in virtualized environments. OpenPLC has no cost for the consumer, making for
everyone available the path to automation. During the creation of the tool, the developer
followed the architecture’s logic of the already existed PLCs. This means that the prototype
of OpenPLC includes a Bus board, CPU card, Input, and Output card[10]. Finally, someone
can use the Ladder Logic (LD), the fundamental programming language of PLC to develop a
simple program. OpenPLC can be programmed by using any of the following four languages,
which can be combined to develop a complete program[10].

• Instruction List (IL)

• Function Block Diagram (FBD)

• Sequential Function Chart (SFC)

• Structured Text (ST)

3.2 Scada Br

Scada Br is an open-source tool aiming to the development of automation, data acquisition,
and human machine interfaces (HMI). This tool is a web browser platform allowing a user
to interact with the monitoring, control, and automation of ICS equipment over different
protocols, such as Modbus[11]. This tool is an ideal solution for developing communication
channels between multiple ICS devices, creating HMIs, and developing automated processes.
Scada Br is intended to be used by universities, automation professionals, technical schools,
and companies[12]. Scada Br is available in a virtualized platform using any kind of available
hypervisors.
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3.3 Active and Passive scanning tools

Plcscan
Plcscan is an open-source scanning program, developed by Dmitry Efanov[13] using Python.
It aims to discover PLCs by scanning the Modbus/TCP protocol[13].

ScadaScan Scadascan is a script written in Perl programming language, aiming to the iden-
tification of Modbus slaves and Distributed Network Protocol 3 (DNP3) slaves. It works by
brute-forcing the ID field in the messages in order to discover the slave devices[14].

Nmap
Nmap or in other words Network Mapper is the most well-known open-source tool for net-
work scanning and security auditing[15]. Nmap also includes the Nmap Scripting Engine
(NSE) where a user can execute his own developed scripts. Professionals with expertise in
ICS environments developed NSE scripts targeting ICS devices in order to enumerate and
discover them. Some examples of these scripts are:

• Modbus-discover

• Modicon-info

• Dnp3-info

• Enip-enumerate

GRASSMARLIN
GRASSMARLIN is an open-source tool that passively discovers devices by sniffing network
traffic. It provides a piece of detailed information about the devices that communicate with
each other and the protocol they use[16].

3.4 VMware Workstation

VMware Workstation
VMware workstation is a type-2 hypervisor that runs directly in the software instead of the
hardware like type-1 hypervisors do[17]. This tool offers the flexibility of deploying different
operating systems separately in a safe and stable environment[18]. This tool was used as
the base of the proof of concept topology, which is explained in the next chapter.

4 Methodology

4.1 Approach

This section outlines our methodology during the research. To identify the benefits of
hybrid scanning, we evaluated the problems that may occur by using this technique and
the behavior of the devices that existed in the ICS environment. We assessed any kind of
anomaly that was produced by the scanning technique. We concluded our results by testing
the functionality of each device at the end of each experiment.
With the help of a Proof of Concept, we were able to retrieve our results using a virtualized
environment. Combining the following tools, we achieved a testbed of ICS infrastructure
that could provide us with the expected results.

• OpenPLC Runtime

• Scada Br (HMI)

• VMware Workstation

• Kali Linux
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• ICS active/passive scanning tools

The setup was built using VMware Workstation as hypervisor where the OpenPLC and
Scada Br (HMI) were deployed and configured accordingly. OpenPLC was configured using
a simple program that contains one rung, a button, a timer, and a coil. The main function
of the program started after pressing the button. The coil was activated and stayed active
for 2 seconds[19]. The Linux distribution, Kali, was used as the main platform for hosting
the scanning tools. These programs could be divided into two groups, the active and the
passive.
The whole setup is depicted in Figure 1.

Figure 1: Proof of Concept.

4.2 Scope

The scope of this project is to understand the benefits, alongside the problems that may
occur during a hybrid scanning approach in ICS environments. In order to accomplish this,
a series of experiments had to be conducted for generating results regarding the behavior of
the ICS devices. By getting appropriate results regarding the functionality of the devices,
we were able to identify after the analysis what and when caused the malfunctions to the
devices.
Unfortunately, due to the COVID-19, we could not test our approach on physical ICS devices.
Consequently, the scope of this research focused on the virtualized ICS environments and
literature research that already has been done.
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5 Results

In this section, we describe the results of our experiments. To have a better understanding
of the outcome, we present the results of the passive tool, as well as in combination with
each active tool.

5.1 Passive

As it was mentioned before, we used a proof of concept environment. We monitored the com-
munication channels between the OpenPLC and Scada Br (HMI), using the tool Wireshark.
Also, we monitored the channels between the Kali and OpenPLC, Kali and Scada Br (HMI).
As it was mentioned previously, the passive tool that was used was the GRASSMARLIN.
The tool analyzed the traffic that was stored in a captured file (.pcap) and created a logical
representation of the network. It also identified the protocols that were used during the
communication of the active nodes. Figure 2 depicts a successful run of the tool.

Figure 2: Successful run of GRASSMARLIN.

The results showed two nodes, the OpenPLC with an IP address of 192.168.50.2 and the
Scada Br (HMI) with an IP address of 192.168.50.3. Figures 3 and 4 depict the collected
information of OpenPLC and Scada Br (HMI).
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Figure 3: Collected information from OpenPLC.

Figure 4: Collected information from Scada Br (HMI).
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From the conducted experiments, we concluded that the information collected, provided de-
tails regarding the manufacturer, the role of the device, the used protocol, and the operating
system of the device. The tool automatically categorized the devices as ICS HOST and at
the same time detected the Modbus protocol that was used for their communication.

5.2 Hybrid

With the combination of the passive tool with an active one, we achieved a hybrid scanning
approach.
Hybrid Plcscan
Combining the script Plcscan with the passive tool resulted in a successful scanning with-
out any indication of service interruption. The approach was tested on both devices. The
information we retrieved was about the open port number and the unit id of the device, as
well as all the passive information. However, the Scada Br (HMI) device did not respond
to the scan, because the targeted port was not open. The following commands were executed:

plcscan –ports=502 192.168.50.2
plcscan –ports=502 192.168.50.3

The following Figure illustrates the results of the scan.

Figure 5: Hybrid Plcscan results.

PLCscan used TCP three-way handshake to establish the connection from a client (192.168.50.1)
to a server (192.168.50.2) at port 502. Then the client sent a Modbus request packet, in-
cluding the Function code of 43. The code was used for the identification of the targeted
device[20]. Figure 6 presents the request packet.

Figure 6: PLCscan Modbus request packet.

The device replied with a Modbus respond packet that contained an exception of Illegal
Function. This means that the targeted device did not support this kind of function, as
shown in Figure 7.
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Figure 7: PLCscan Modbus reply packet.

Hybrid ScadaScan
The next tool that was tested was the ScadaScan.pl, written in Perl programming language,
aiming to for the active identification of Modbus slaves and Distributed Network Protocol 3
(DNP3) slaves. It worked by brute-forcing the ID field in the messages in order to discover
the slave. The following command was executed for the scanning.

perl scadascan.pl -d 192.168.50.0/30

The results proved that the targeted devices were not affected by hybrid scanning, as shown
in Figure 8

Figure 8: Hybrid Scadascan resutls.

A client sent a DNP3 request packet to the targeted device that contained a Request link
status. The client issued this request with the self-address of 0xFFFC. Afterwards, it tried
to identify the slave to be associated with this connection. Consequently, only DNP3 slave
devices responded to this kind of request with self-address[21].

Figure 9 depicts a DNP3 request to the OpenPLC.
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Figure 9: Scadascan DNP3 request.

Hybrid Nmap
The modbus-discover script tried to enumerate Modbus device information. More specif-
ically, it tried not only to scan legal slave IDs from Modbus devices, but also to export
information regarding the vendor and the firmware of the device. By conducting the ex-
periments, the results revealed that the targeted devices continued their operation normally
after the scanning. Unfortunately, the Scada Br (HMI) did not respond to the particular
scan. Bellow are presented the executed commands of the experiment.

nmap –script Modbus-discover.nse -p 502 192.168.50.2
nmap –script Modbus-discover.nse -p 502 192.168.50.3

Figure 10 shows the results of the scan.

Figure 10: Hybrid Nmap Modbus-discover results.

Modbus-scan used the Modbus request packets by requesting the slave ID from a device.
Figure 11 depicts the request packet
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Figure 11: Modbus-discover request.

The hex value 0x11 corresponded with number 17. The Modbus function code 17 was
a diagnostic function to Report Slave ID. The reply that came from the targeted device
indicated that the requested function was not supported (Figure 12).

Figure 12: Modbus-discover reply.

To sum up, after the analysis of the gathered information, we came up with the following
results. Firstly, both devices remained stable and available throughout the whole process of
the three hybrid scanning experiments. Each experiment was conducted multiple times to
make sure that we received valid results. As it is illustrated in the following graph (Figure
13), in each case both devices had 100% availability.

Figure 13: Hybrid scanning Graph

Also, the results indicated a difference in the provided information between each type of
scanning that was used. To be more specific, passive scanning provided information that
could be collected by analyzing network traffic. On the other hand, through the hybrid
scanning (including active scanning tools), we gathered additional information in each ex-
periment. One of the differences that these two techniques had, was that passive collected
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less information than hybrid scanning. On the other side, none of the techniques made the
devices unresponsive.

6 Discussion

In this chapter we discuss the results and the limitations of this research project. In our
passive experiment we collected information regarding the devices. We expected that the
information would be limited due to the nature of passive scanning. On the other hand, in
our hybrid experiments we collected information which depended on the active tool that was
used, combined with the information retrieved from the passive tool. Overall, our results
demonstrate that there was a difference of the provided information between hybrid and
passive scanning. In addition, in this experiment we obtained extra information regarding
the operation of the devices. It came out that the hybrid scanning approach did not arise
any fragility on the targeted devices.
Besides, we should take into consideration that the environment that the experiments were
conducted in, was virtualized due to the inaccessibility to physical devices. As a result, if
the same experiments were conducted in a different environment, the results might differ.

7 Conclusion

In this research, the following research question was answered What are the added benefits
of hybrid scanning compared to passive?. In order to answer our research question, we firstly
needed to answer the following sub-questions What are the problems that can occur by using
hybrid scanning in ICS environments? and How certain types of ICS devices behave under
hybrid scanning and what are the problems that may arise in relation to these specific devices?
To answer our sub-questions, we performed experiments in order to get the necessary results
for answering the sub-questions.
Regarding the first sub-question, the results showed that no problems arose regarding the
performance, availability, and responsiveness of the devices by using hybrid scanning. About
the last sub-question, OpenPLC and Scada Br remained stable without any interruption
during the experiments. Concluding, the answer to our main research question based on
the experiments is that hybrid scanning is superior according to the provided information,
compared to passive scanning. Moreover, through hybrid scanning, a variety of tools can be
chosen, which gives a sense of flexibility. This depends on the characteristics of the targeted
devices.

7.1 Future Work

As part of future work, further investigation of this technique is needed. The investigation
should be focused on the physical PLCs and HMIs. Only some devices could be examined in
this research project because the devices’ options to examine are unlimited. For this reason,
further experiments using different PLC’s vendors should be conducted. Furthermore, the
percentage of service’s availability should also be examined. The next step could be to
conduct the experiments on a live ICS environment and document the results. Further
work should also be conducted by using different offered tools from both passive and active
groups. There is a variety of options that are available, which can influence the results
of this approach. Another topic for future investigation is the vendor tools. Taking as an
example the Totally Integrated Automation (TIA) tool[22] that Siemens provides, deeper
research should be conducted to identify the techniques that these kinds of tools are using.
By identifying the techniques used by these tools, someone can say that it will be beneficial
to integrate them into the hybrid approach. This could result in a new era of scanning tools
for ICS environments.
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Acronyms

DNP3 Distributed network protocol 3.

HMI Human machine interfaces.

ICS Industrial control system.

IT Information technology.

LD Ladder logic.

NSE Nmap scripting engine.

PLC Programming logic controller.

TCP Transmission control protocol.
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