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Introduction

e 1In 2016 an Uber breach in which 57 million customer records where exposed was
due to an access key being accessible via github.’

e A Starbucks API key for JumpCloud was discovered in October of 2019 by a
researcher in a public Github repository.?

Research Question:

How are leaked credentials/secrets on code collaboration platforms like github, gitlab,
sourceforge and bitbucket found and abused by malicious users in a cloud platforms like

AWS?

1 https://www.bloomberg.com/news/articles/2017-11-21/uber-concealed-cyberattack-that-exposed-57-million-people-s-data
2https://latesthackingnews.com/2020/01/04/starbucks-exposed-an-api-key-in-github-public-repository/



https://latesthackingnews.com/2020/01/04/starbucks-exposed-an-api-key-in-github-public-repository/
https://www.bloomberg.com/news/articles/2017-11-21/uber-concealed-cyberattack-that-exposed-57-million-people-s-data

Related Work

e Meli et al. did a large scale systematic study on Github. The researchers
estimate that 93.74% of the discovered API secrets are sensitive and
76.24% of the found asymmetric keys are sensitive.’

e Atlassian created a open source project called Spacecrab with which they
created and published AWS tokens. Of the published tokens on Github
82.38% where found after approximately 30 minutes of publication.?

1https://www.nds;s-s:vmoosium.orq/wo-content/uploads/2019/02/nd332019 04B-3_Meli_paper.pdf

2https://i.blackhat.com/briefinqs/asia/201 8/asia-18-bourke-grzelak-breach-detection-at-scale-with-aws-honey-tokens-wp.pdf



https://i.blackhat.com/briefings/asia/2018/asia-18-bourke-grzelak-breach-detection-at-scale-with-aws-honey-tokens-wp.pdf
https://www.ndss-symposium.org/wp-content/uploads/2019/02/ndss2019_04B-3_Meli_paper.pdf

Background

e Honey tokens are digital entities that help identify malicious events. They can
come in many forms, it could be an URL, database record, user account, fake
executable or e-mail address.

e Mitre ATT&CK is a framework that attempts to describe the techniques
attackers use against (cloud) environments and services and possible
mitigation techniques.’

1 https://attack.mitre.org/versions/v8/matrices/enterprise/cloud/
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Methods: Lab environment (CloMo)

e Automated setup of Logstash, Elasticsearch, Grafana and jenkins to analyze
Cloudtrail and filebeat log data in an AWS environment.

e Use terraform, saltstack and jenkins to automate the deployment and
configuration of the AWS experimental environment.
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Methods: Experiment-1

e Create 1 set of Github, Gitlab, Bitbucket and Sourceforge accounts
with repositories.

e Create unique IAM account for each repository that has read access
to multiple AWS services in eu-west-1 region.

yrovider "aws" {
e Publish code containing uniqgue md5 hashed (weak) passwords per oot e
access key = "AKIAXYZDQCENSOYVW40Q"
platform, AWS tokens and Canary (AWS) tokens. Tokens where secret key = "638q1hloFBr4xJ10+TTF1EynnjmCB/u0cYkNUs/1"

published using the terraform syntax. }

e  Duration:
o 5 iterations of 2 hours each before refreshing tokens.
o 5 iterations of 24 hours before refreshing tokens.
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Methods: Experiment-2

e Create 5 new Github, Gitlab, Bitbucket and Sourceforge accounts
and 20 new AWS (IAM) accounts with read access rights to
multiple services in all regions.

e Create new repositories on all platforms and publish code
containing clear-text passwords and AWS tokens, use separate
commits for AWS tokens/passwords. The AWS tokens where
stored as environment variables.

e 10x 72-hours publish times before expiring.



Results - Experiment 1

e 20% of the tokens on Github where found the fastest being 45 minutes and 1

token on sourceforge which happened 56 hours after publication on
Sourceforge. None of the other tokens where found.

e None of the hashed MD5 passwords where ever used.

Github Gitlab Bitbucket Sourceforge
API tokens found 2/10 0/10 0/10 0/10
Canary tokens found 2/10 0/10 0/10 1/10

Percentage found

20%

0%

0%

5%
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Results - Experiment 1 (Cont'd)

e The fastest a token was discovered was 2 minutes and 56 seconds.

o All registered attempts made started with the action ‘Describelnstances’, most
attempts were made using the official aws-sdk-nodejs (version 2) tooling in
combination with Tor.

Action Used * times Mitre ATT&CK technique
Describelnstances 7 Cloud Infrastructure Discovery
GetAccountAuthorizationDetails 2 Account Discovery

N.A. 4 N.A.




Results - Experiment 2

e 100% of tokens published on Github where found, none of the other tokens

where found.

e None of the cleartext passwords where ever used.

Github Gitlab Bitbucket Sourceforge
API tokens found 10/10 0/10 0/10 0/10
Percentage found 100% 0% 0% 0%
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Results - Experiment 2 (Cont'd)

e Most initial attempts started with the action ‘Describelnstances’, if this worked
automation kicked in, attempting to execute ‘Runinstance’ over varying
durations. Few attempts to consolidate access.

Action Used * times | Mitre ATT&CK technique
Describelnstances 43 Cloud Infrastructure Discovery
DescribeSubnets 25 Cloud Infrastructure Discovery
DescribeVpcs 25 Cloud Infrastructure Discovery
Runlinstances 1076 Modify Cloud Compute Infrastructure
S3 Bucket (multiple Actions) 54 Cloud Service Discovery




Discussion

e The exposure of a given repository, the size of a commit and the ‘keywords’
used to identify tokens seem to increase/limit the detection of AWS tokens.

e Github seems to be the platform attracting most attackers, which could be due
to the search API.

14



Conclusions

How are leaked credentials/secrets on code collaboration platforms like github, gitlab,
sourceforge and bitbucket found and abused by malicious users in a cloud platforms
like AWS?

e Credentials are rarely found except on Github, the most likely reason for this is the
REST API available for Github.

e Most attempts start with a Discovery technique using ‘Describelnstances’.

e The second request varied depending on the response this could be additional
Discovery actions like ‘GetAccountAuthorizationDetails’ or ‘Runinstances’ depending on
the response of the first action.
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Conclusions (Cont'd)

e The main motivation seems to be cryptomining the aws-sdk-js' tool seems to

be favored in combination with Tor as this was used with most of the tokens
that were used.

e Mitigation and limiting the actions malicious users can take could be achieved

via:
o AWS organization with Service Control Policies in combination with managed AWS accounts.
o |AM users with specific policies only allows actions they need to be able to do.
o Use tools like Vault to store secrets.
O

Use (pre-)commit hooks in combination with tools like shhgit or aws secret-scanning.

Ihttps://github.com/aws/aws-sdk-js
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Future Work

e More ‘established’ repositories and a longer period of time could be used to
expose AWS credentials. This could result into getting better data on the
actions a malicious user takes once they have access to a AWS account.

e Repeat the experiments after a period of time (e.g. 1 year).
e Less strict security policies could be given to a leaked honey tokens to get

more/better data on the actions a malicious user takes.
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Bonus Slide

Demo Grafana

Demo Jenkins

Link to CloMo:
https://github.com/Mandorath/CloMo
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L o g arteng dgith geaip.ciy_name Hardenwik + " Al

AL fransgith + AWS event: Runinstances AWS event: Describelnstances. AWS event: DescribeVpcs AWS event: DescribeSubnets AWS event: DescribeHosts AWS events: $3 Buckets
UserAgent: Boto UserAgent: aws-li UserAgent: aws-sdk-nodefs UserAgent: aws-sdk-dotnet UserAgent: ElasticWoll [ — Time Europe/Amsterdam

2021-02-01

456 24 1080 s

Data Al fransgith + freekith + maartengith + martingith + wifredgith

2021920108523 experiment11 Boto3/1.15.18 Python/3.9.1 Linux/4 4 0-1020-aws Botocore/1.18.18  freekgith usast-1 AccessDenied  User: amaws:iam:138037304146... Management 505b076c-301549a  GetUser {om.amazonaws.com  AwsApiCall Bosrdman NA us United States Oregon troe 5421877
202102:010849:40  experiment1 Boto3/1.15.18 Python/3.9.1 Linux/4 4 0-1020-aws Botocore/1.18.18  freekgith useast1 AccessDenied  User: amawsiam:138037304146._ Management 75c6ofba 784356 b110317009cfEde2 fem amazonaws.com  AwsApICall Boardman NA us United States Oregon true 5421877
2210201084940 experiment11 Boto3/1.15.18 Python/3.91 Linux/4 4 0-1020-aws Botocore/1.1818  freekgith useast1 Management SecOb1d9-ab6644f_  GetCallerldentity sta.omazonaws.com  AwsApiCall Boardman NA us United States Oregon troe 5421877
2010201045106 experiment11 Boto3/1.7.24 Python/3 6.5 Windows/10 Botocore/1.10.24 freekgith evwest1 Management acba17e2-5f0-443 ez AwsApiCall NA cA Ganada e 517958
221020145101 experiment11 Boto3/1.7.24 Python/3 6.5 Windows/10 Botocore/1.10.24 freekgith evest] Management 4 AwsApiCall NA A Canada true 5795
0210201045057 experiment11 Botod/1.7.24 Pythory3.6.5 Windows/ 10 Botocore/1.10.24 reekgith evwest1 Management 7 ec2ama AwsApiCall N cA Canada e 517953
20210201 045053 experiment11 Boto3/1.7.24 Pythony3.6.5 Windows/10 Botocore/1.10.24 reekgith evwest1 Management e2 AwsApiCall NA cA Canada e 517953
2219201044811 experiment11 ‘aws-ciif.18.223 Python/3.9,1 Linux/5 8.0-kali2-cloud-emd64 botocor... freekgith evwest1 Menagement 14196445 €a724d5e... Descrivelnstances ec2.amazonaws.com  AwsApiCall NA cA Canada troe fobject Object] {object Object] 517958
2021.02:01 044800 experiment11 ‘aws-if1.18.223 Python/3.9.1 Linuu/5 8.0-ali2-coud-amd6a botocor...freekgith evwest1 Management bS(B3cadBe742bM_ Descriveinstances ec2.amazonaws.com  AwsApiCall NA cA Canada true fobject Object] {object Object] 517953
2210201044745 experiment11 ‘aws-clif.18.223 Python/3.9.1 Linux/5.8.0-ali2-coud-amd64 botocor .. freekgith evwest1 Management Cd661418-TbS4fde-.. Describelnstances ec2.amazonaws.com  AwsApiCall NA cA Canada true Tobject Objeci] {obiect Object] 51795
20210201 044543 experiment1 Boto3/1.7.24 Python/3 6.5 Windows/ 10 Botocore/1.10.24 freekgith evwest1 Management St6ocT-67 2 AwsApiCall NA 82 Beize true 312203
2210201044329 experiment11 aws-cif1.18.223 Pythor/3.9.1 Linux/5.8.0-4ali2-coud-amd6 botocor . freekgith evwest1 Menagement 4911544106449, AwsapiCall NA 8z Belize true {object Object] 312203
2010201043621 experiment11 awslif1.18.223 Python/3.9.1 Linu/5.8.0-kl2-clouc-amded batocor...feekgith evwest] CllentinvalicPara_.  The fiter Imageld i invlid Management 7067041:896e-4158... Describelnstances ec2.amazonaws.com  AwsApiCall N 8z Beize trve [object Object] 312203
2210201042645 experiment11 ‘aws-clif.18.223 Pythor/3.9.1 Linux/5.8.0-ali2-cloud-amd6a4 botocor... freekgith evwest1 Management 2cc2820-58814061.. Describelnstances ec2 amazonaws.com  AwsApiCall NA us United States true fobject Object] {object Object] 1992492
2210201042241 experiment11 aws-ciif18.223 Pythor3.9.1 Linux/5.8.0-kaii2-cloud-smd64 botocor... freekgith evwest1 Management 40565526 bb00-4e6.. Descrivelnstances ec2amezonaws.com  AwsApiCall N us United States true object Object] {object Object] 199.249.2
2210201041722 experiment1 aws-iif1.18.223 Python/3.9.1 Linux/5.8.0-all2-coud-amd64 botocor... freekgith evwest1 Management 3dcoddcee3br-40e.. Descriveinstances ec2.amazonaws.com  AwsApiCall NA us United States true fobject Object] [object Object] 1992492
2219201041710 experiment11 ‘aws-cif18.223 Pythor/3.9.1 Linux/5.8.0-kali2-coud-amd6 botocor... freekgith evwest] Menagement 40491324b0cb-447... Descrivelnstances ec2amazonaws.com  AwsApiCall NA us United States true fobject Object] {obiect Object] 199.249.2
2210201034346 experiment11 Boto3/1.7.24 Python/3 6.5 Windows/10 Botocore/1.10.24 freekgith evwest1 Management AwsapiCal & R France true 5119516
2210201034346 experiment11 Boto3/1.7.24 Python/3 6.5 Windows/10 Botocore/1.10.24 freekgith evwest1 Management 2 Describel AwsapiCall (1] R France true 5119516
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