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Research questions

Can Fourier transformations be used to distinguish vocal fakes from
real voices in a classification model?

« How do discrete Fourier transform and spectrograms compare in accuracy?

« How do discrete Fourier transform and spectrograms compare in
computational performance?

« How does the model perform on different datasets?



Related work

« 'DeepSonar: Towards Effective and Robust Detection of Al-
Synthesized Fake Voices'!["

 'A Machine Learning Model to Detect Fake Voice' 2]

 'AFourier transform based audio watermarkingalgorithm' (3]



Datasets

ASVSpoof2019

Telephonyand
VolP quality

20 speakers English

Real and fake
Labeled o

Fake voices:
several
generation
methods

RTVCSpeech
using LibriSpeech ASR corpus

100 hours

English

251 speakers audio books

Real voices:

Transcribed @ |5 isheech

Fake voices:
RTVC



Preprocessing: RTVCSpeech

« Human (real) voice
audio

- Transcript of audio » Human (real) voice

audio, max. 20
words per recording
« Transcript of audio

« Human (real) voice
audio, max. 20
words per recording

+ Fake voice audio

« Cutif too long
* Loop if too short
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Preprocessing: ASVSpoof

« Real voice
audio
« Fake voice
audio

« Cutif too long
- Loop iftoo

short

11



Real Time Voice Cloning (RTVC)
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Discrete Fourier transform
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Discrete Fourier transform

/ frequency
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Spectrograms
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Experiments

1. RTVCSpeech as training and test set

3. ASVSpoof as training and test set

4. ASVSpoof as training set, RTVCSpeech as test set

RTVCSpeech Real Fake
Training set 2116 2116
Testset 528 528
ASVSpoof Real Fake
Training set 2064 2116
Testset 516 528
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Experiments

Convolutional
Neural
Network

Nvidia RTX
2080

Fully
Connected
Neural
Network

Intel Xeon
2.10GHz

precision

recall

F1

accuracy

TP
IP+ FP
TP
TP+ FN
2 = precision % recall
precision + recall
TP + TN
TP+ FN + TN + FP
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Models

2D Convolutional

Neural Network

* Image
classification

« Network employs
a mathematical
operation

called convolution

« All the neurons in a layer

are connected to those in
the next layer

e Learns features from all the

combinations of the
features of the previous
layer
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https://en.wikipedia.org/wiki/Convolution

Models - 2D CNN: Convolution layer

Image
i ' erne
| PIXes Filter (F:onvolved "
Tililolo eature \J
0 . 111 | 1.0 11 0l9 AEI hiemingghet
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0 0 ]x05 L Q0 11011 =
01 1Xl‘ OXO OX1 .
g image
sliding the filter matrix over the dopth ¢ e

image and computing the dot
product to detect patterns
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Models - 2D CNN: maxPooling layer
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Decrease the size of the feature map by taking

the largest element
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Models - 2D CNN and FCNN : Fully connected (dense) layer
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Models - 2D CNN and FCNN: ReLU (Rectified Linear Unit)

activation function

Sets all negative pixels Introduces non-linearity
to O to the network

The output is a rectified

Performs element wise
feature map

operation

10

-10

RelLU

R(z) =maz(0, z
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Models - 2D CNN and FCNN: sismoid activation function

0.0

¢P(2) =

1+e %
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Models: 2D Convolutional Neural Network
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Models: Fully Connected Neural Network
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Results - spectrograms: RTVCSpeech as training set

RTVCSpeech as test set ASVSpoof as test set

Predicted Predicted
Real | Fake Real | Fake
— Real | 527 |1 | Real 516 |0
§ Fake | 0 528 § Fake | 386 | 142

Real | Fake

Real Fake

Accuracy | 0.630 | 0.630

Accuracy | 0.999 0.999

F1-score 0.728 | 0.424

F1-score | 0.999 0.999

Time on GPU: 20s for 1 epoch
Time on CPU: 655sfor 1 epoch
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Results - spectrograms: ASvSpoof as training set

ASVSpoof as test set

Predicted

Real | Fake

Real

514 | 2

Actual

Fake

0 528

Real

Fake

Accuracy

0.998

0.998

F1-score

0.998

0.998

Time on GPU: 20s for 1 epoch
Time on CPU: 655sfor 1 epoch

RTVCSpeech as test set

Predicted

Real

Fake

Real

198

330

Fake

Actual

26

502

Real

Fake

Accuracy

0.663

0.663

F1-score

0.527

0.738
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Results - DFT : RTVCSpeech training set

RTVCSpeech as test set
Predicted
Real | Fake
— | Real | 449 | 61
S
T | Fake | 81 467
<
Real Fake
Accuracy | 0.886 0.886
F1-score | 0.863 0.868

Time on GPU:1s for 1 epoch
Time on CPU:1s for 1 epoch

ASVSpoof as test set

Predicted

Real

Fake

Real

175

334

Fake

Actual

123

413

Real

Fake

Accuracy

0.563

0.563

F1-score

0.434

0.664

28



Results - DFT : ASVSpoof as training set

ASVSpoof as test set

Predicted

Real

Fake

Real

457

70

Fake

Actual

83

435

Real

Fake

Accuracy

0.854

0.854

F1-score

0.857

0.850

Time on GPU:1s for 1 epoch
Time on CPU:1s for 1 epoch

RTVCSpeech as test set
Predicted
Real Fake
Real 271 235
IS
2 | Fake | 152 400
<<
Real Fake
Accuracy | 0.634 0.634
F1-score | 0.583 0.675
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Conclusion

Spectrograms: accuracy

Training set
RTVCSpeech | ASVSpoof
@ | RTVCSpeech | 0.999 0.663
% | Asvspoof | 0.630 0.998

Discrete Fourier Transform: accuracy

Training set

RTVCSpeech | ASVSpoof
RTVCSpeech | 0.886 0.634

ASVSpoof 0.563 0.854

Test set

How do discrete Fourier transform and
spectrograms compare in accuracy?

Using spectrograms results in a higher
accuracy.

30



Conclusion

Spectrograms: accuracy

Test set

Training set

RTVCSpeech | ASVSpoof

RTVCSpeech | 0.999

ASVSpoof

0.630

0.663
0.998

Discrete Fourier Transform: accuracy

Test set

Training set

RTVCSpeech | ASVSpoof

RTVCSpeech | 0.886

ASVSpoof

0.563

0.634
0.854

How do discrete Fourier transform and
spectrograms compare in accuracy?

Using spectrograms results in a higher

accuracy.

How does the model perform on different
datasets?

ASVSpoof as training set gives better results.

Training and testing on the same dataset
gives better results.
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Conclusion

How do discrete Fourier transform and spectrograms compare in
computational performance?

GPU CPU
2D CNN 20s for 1 epoch | 655s for 1 epoch
FCNN 1s for 1 epoch 1s for 1 epoch
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Conclusion

Can Fourier transformations be used to distinguish vocal fakes
from real voices in a classification model?
Yes, but...
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Discussion and future work

* Improving the neural networks
« Transfer learning
« Adding explainability
« Better vocal fakes
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