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Introduction

1. Multi-tenancy
2. Optimize resource utilization

3. Network policies
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Figure 2: Kubernetes multi-tenancy. Source: A. Gerrard, 2019
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e EVPN on the host
o Free Range Routing (FRR) version 4.0, released in March 2018

e L3 Multi-tenancy

e EVPN-VXLAN in the data center
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Research question

How can EVPN provide for L3 multi-tenancy in a
Kubernetes containerized environment?

1. What advantages does EVPN have as a solution to allow for L3
multi-tenancy in a Kubernetes orchestrated container environment?

2. How can the recent improvements in FRR allow for EVPN to be
integrated into the Kubernetes container orchestration platform?




Related work

RFC 7364 described that the network is not being able to support
the increasing demand for server virtualization in data centers

e Gave insight in Network Virtualization Overlays (NVOs) that
provide multi-tenancy to overcome this

Makowski and Grosso conducted an evaluation of virtualization

and traffic filtering methods for container networking
e Compared EVPN and Identifier Locator Addressing (ILA) as NVO




Background - Calico
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Methodology

e Requirements of multi-tenancy
e EVPN L3 multi-tenancy
e Architecture

e |ntegration of EVPN in Kubernetes
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Evaluation - Requirements of multi-tenancy

e RFC 7364 Problem statement: Overlays for Network Virtualization
(Narten, et al. 2014)

o Traffic isolation and address space isolation

o Multiple different virtual networks

O Scalability

o  Mobility

o Optimal forwarding
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Evaluation - EVPN L3 multi-tenancy
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Evaluation - EVPN L3 multi-tenancy
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Results - Architecture
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RESUITS - Integration or EVFIN In
Kubernetes
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Discussion
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Figure 10: Hypernetes. Source: H. Zhang and P. Ni, 2019




Conclusion

How can EVPN provide for L3 multi-tenancy in a
Kubernetes containerized environment?

® VRFs
o Tenant network isolation
o Without network policies

e |mporting Container IP addresses into FRR and
advertising host routes with EVPN
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Future work

® Performance comparison of EVPN
e Adding eBPF to EVPN

e CNI plugin (GO)

e Security of Hypernetes

e Maximum VRFs on the host
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Questions?




