
Tunneling data over a Citrix Virtual 
Apps and Desktops session

Ward Bakker
Niels den Otter

Security and Network Engineering
University of Amsterdam

1



Citrix Virtuals Apps and Desktops

● XenApp / XenDesktop

● Virtual Desktop Infrastructure
○ Employees can work anywhere, anytime

○ Employees can use any device

● IT Admins control the entire environment

● Makes use of a master VM

2



History: Citrix and Remote Desktop Protocol

● First version of RDP relied on Citrix technology
○ Citrix-provided .DLL’s still contained Citrix copyright

● Both solutions use Virtual Channels
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Independent Computing Architecture (ICA)
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Tunneling using ICA

Benefits

● Hard to detect

○ Virtual Channel data 

encapsulated

● Avoiding firewalls

Trade-offs

● Limited to server’s 

capabilities

● ICA is a proprietary 

protocol
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Our research

● Tunnel data through a Citrix session
○ Similar to rdp2tcp, VcCom

● Useful for intelligence gathering
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How can data be sent 
through a Citrix Virtual Apps 
and Desktops session?
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Background
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● Transport protocol

● Session establishment

● Encryption



Methodology

How do we get information from and to client?

● Choices
○ Modifying virtual channel

○ Manipulating virtual channel

○ Creating our own virtual channel
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Test environment
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Virtual channel setup

Client

● Required to modify registry
○ Loading custom .DLL

○ Admin privileges necessary

VDI

● Required to launch application
○ Application will use the Virtual Channel

○ No admin privileges necessary
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Results
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Added virtual channel

13



Demo
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<insert movie here>
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Conclusion
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How can data be sent through a Citrix Virtual 
Apps and Desktops session?

● Virtual Channels
○ Tunneling is possible

○ Lots of possibilities
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Discussion

● Set up as unprivileged user

● Virtual channel data encapsulated or encrypted

● Commands executed as current user
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Future work

● (Reflective) DLL injection on the mandatory virtual channels

● Research ICA protocol

● Expand code for usage of custom applications
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Thanks for listening!
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