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Goal
● Pentester needs to log their actions

○ To prove to the client that he performed certain actions
○ To prove to the client that he did not prove certain actions
○ As notes what he did to create a report

● Aid the pentester by automatically log these actions using machine learning
○ Pentester still verifies

● Create a Proof of Concept machine learning tool which:
○ Classifies network traffic using metadata
○ Easy to add new classes of traffic to classifier



Why machine learning?
● Classification problem

● Enough numeric data to train a model

● Manually defining rule based systems 
requires knowledge about traffic class
○ Machine learning tool only needs example 

traffic to train
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Research question
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How reliable is using machine learning in network traffic 
classification for pentesting auditability?



Method
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Gather data Create PCAP captures per class

Preprocess data PCAP -> CSV
Generalize data & define context
Transform to numeric values

Train the classifier Support Vector Machine (SVM)

Evaluate classifier Precision, accuracy, F1-score

Repeat process



Pentester

● Run tcpdump on pentesters machine
○ Or machine between tester and 

testee

● Execute tests

● Submit pcap to tool

● Tool gives list of recognized classes

Setup
Data generation

● Run tcpdump and filter on target 
host

● Run one ‘class’ of traffic
● Repeat for each class of data

○ Nmap SYN
○ Nmap ACK
○ Nmap TCP connect
○ Dirb
○ SSH
○ Browsing/other
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Parsing pcap
● Parse metadata using Scapy

● Header fields
○ IP header
○ TCP header

● Save field values into CSV
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Preprocessing
● Generate context

○ Generalize specific fields
○ Number of occurrences in 

timeframe

● Create only numeric values
○ Not: flags = Syn,Ack
○ But: Flag names → 1 or 0 per flag

● Fill in empty fields
○ Empty port number = 0
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Time Dst IP addr

0 8.8.8.8

1 8.8.8.8

2 4.4.4.4

3 8.8.8.8

4 4.4.4.4

5 4.4.4.4

6 3.3.3.3

Same dst IP

1

2

2

1

2

1

0

Context time = 2 seconds
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Training
● Classification problem

● Choose suitable algorithm
○ Support Vector Machine (SVM)
○ Decision Tree
○ Naïve Bayes
○ Random Forest
○ k-nearest neighbor

Ali et al. Detailed analysis of network attack 
detection accuracy (2018)



Support Vector Machine (SVM)
● Divide data in two classes

○ Multiclass SVM uses multiple binary 
classifiers

● Find hyperplane with largest margin

● Different kernels
○ Linear
○ Polynomial
○ Radial basis function
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Metrics and evaluation of classifiers
● Confusion matrix

● Calculate
○ Precision

■ Correct/total predictions for class
○ Recall

■ Correct/total elements in class
○ F1-score

■ Harmonic mean of Precision and 
Recall
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A B C

A Correct

B Correct

C Correct

Predicted class

Actual class



Evaluation of classifiers
SVM: Linear kernel
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SVM: RBF (Radial Basis Function)

Class Precision Recall F1-score

dirb 1.00 1.00 1.00

nmap ACK 0.99 1.00 0.99

nmap SYN 1.00 1.00 1.00

nmap TCP 
connect

1.00 0.99 0.99

SSH 1.00 1.00 1.00

Browsing 1.00 1.00 1.00

Class Precision Recall F1-score

dirb 1.00 0.14 0.25

nmap ACK 0 0 0

nmap SYN 0 0 0

nmap TCP 
connect

0.18 1.00 0.31

SSH 1.00 0.29 0.45

Browsing 1.00 0.12 0.21



Conclusion
● How reliable is using machine learning in network traffic classification 

for pentesting auditability?

○ Machine learning is very good in recognizing predefined types of 
traffic
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Discussion & future work
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Problem Solution or future work

Always returns a predefined class Research what will happen when classifying 
‘unknown’ traffic

Randomly splitting each capture in test and 
training data might result in overfitting

Capture separate test data during real or 
simulated pentest

Context is defined with time which may vary in 
each pentest

Define context based on set number of packets
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