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Introduction



Motivation (D)DoS & loT growth

(D)DoS attacks: [5] [4]

o> N

620Gbps attack - 20 September 2016 on KrebsOnSecurity.com.
990Gbps attack - 22 September 2016 on hosting provider OVH.
1.2Tbps attack - October 2016 on DNS provider Dyn.

1.3Tbps attack - February 2018 on on Github.

1.7Tbps (alleged) - February 2018, victim undisclosed.



Motivation (D)DoS & loT growth

(D)DoS attacks: [5] [4]

1. 620Gbps attack - 20 September 2016 on KrebsOnSecurity.com.
2. 990Gbps attack - 22 September 2016 on hosting provider OVH.
3. 1.2Tbps attack - October 2016 on DNS provider Dyn.

4. 1.3Thbps attack - February 2018 on on Github.

5. 1.7Tbps (alleged) - February 2018, victim undisclosed.

loT growth: [8]

1. 2019 - 14.2 billion "things" in use.
2. 2021 - 25 billion "things” in use.
3. 76.05% growth in 2 years.



Legislative (international)

Viktor Vitowsky: [14]
1. Make loT manufacturers liable based on section 5 from the Federal
Trade Commission (FTC).
2. Businesses damaged by loT launched DDoS attacks could bring civil

claims.

Senator Mark R. Warner asked the Federal Communications
Commission (FCC): [15]

1. Internet Service Provider (ISP) policing.
2. Minimum technical security standards defined by the FCC.



Legislative (national)

House of representatives asked the Ministry of Justice and
Security: [9]
1. Develop a quality mark or control stamp

2. internet service providers (ISP) and telecommunication companies
have enough capabilities to detect insecure loT devices.



Research question

How can organisations prevent contributing to Internet of Things
denial of service attacks?
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Resea question

How can organisations prevent contributing to Internet of Things
denial of service attacks?

1. Detection methods
2. Prevention methods

3. Minimise contribution



Related Work

e Muhammad UmarFarooq et al. and Antoine Gallais et al. list
different loT security attacks [6] [7].

e Mukrimah Nawir et al. shows the taxonomy of attacks in loT
environments [12].

e Elike Hodo et al. uses an artificial neural network to detect threats
in an loT environment [10].

e Andria Procopiou et al. developed "ForChaos" which detects denial
of service attacks using forecasting and chaos theory [13].

e Daniel Jeswin Nallathambi et al. use honeypots to mitigate denial of
service attacks in loT environments [2]

e A blockchain mitigation solution is presented by Minhaj Ahmad
Khan et al. [11].
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Module overview
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Figure 3: Module overview



(D)DoS Detection Module
(DDM)
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(D)DoS Detection Module (DDM) logic
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Control Module (CM)
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Control Module (CM) logic
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Mitigation Decision Module
(MDM)
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Mitigation Decision Module (MDM) logic
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Mitigation Decision Module (MDM) logic
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Update Module (UM)
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Update Module (UM) logic
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Report Module (RM)
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Report Module (RM) logic
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Asset Management Module
(AMM)
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Asset Management Module (AMM) logic
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Asset Management Module (AMM) logic
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Asset Management Module (AMM) logic
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loT architecture with added modules
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Conclusion, Discussion & Future
Work




Conclusion

How can organisations prevent contributing to Internet of Things
denial of service attacks?
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Discussion

Model applicability dependent on used loT architecture.

Module to device translation.

High likely hood of availability (detection and mitigation).

Access control list side effects.

Layer 3 attributes.

External influences effecting the design.
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Proof of concept (measure performance)
1. DDM detection methods
2. DDM traffic sampling rate
3. RM databases
4. CM threat logic

Applicable hardware setups

Include object defensive layer

Threat level matrix guidelines.
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Additional slides: DDM

Figure 29: DDM overview 43
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Additional slides: UM
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Additional slides: RM
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Additional slides: AMM
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