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Introduction

@ Messages to this chat and calls are now secured
with end-to-end encryption. Tap for more info.

T UNREAD MESSAGE

Hello 3.3

The sender is not in your contact list

&! REPORT



Introduction

(O

WhatsApp

1.5 billion users

“Black box” application

Security vs. end-to-end encryption

Can we trust Facebook's claim of End-to-End
encryption?



Research questions

|s user-to-user message exchange via WhatsApp End-to-End
encrypted?

e What are the algorithms used to create the Signal protocol?

e What are the differences between Signal and WhatsApp network traffic?

e Towhat extent are WhatsApp messages encrypted to the Signal protocol
specifications?



Literature review

Breach of End-to-End encryption in group messages [1]
Non-blocking WhatsApp implementation [2]

Voicemail account verification hijack [3]

Signal protocol papers [4] [5]

WhatsApp End-to-End encryption implementation whitepaper [6]
Formal proof of Signal protocol security [7]



Background: Extended Triple Diffie-Hellman (X3DH)
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X3DH illustration. From Open Whisper Systems, by Marlinspike and Perrin, 2016.
Retrieved from https://signal.org/docs/specifications/x3dh/



Background: Single ratchet algorithm

Single ratchet illustration. From Open Whisper Systems, by Perrin and Marlinspike , 2016.
Retrieved from https://signal.org/docs/specifications/doubleratchet/



Background: Double ratchet algorithm
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Double ratchet illustration. From Open Whisper Systems, by Perrin and Marlinspike , 2016.
Retrieved from https://signal.org/docs/specifications/doubleratchet/Set3_2.png



Blocking-Non blocking mechanism

Signal: Blocking Mechanism

e No message retransmission
e Smaller User Base
e Secure

WhatsApp: Non-blocking Mechanism

e Messages are retransmitted
e Friendly user experience/ convenience
e Securityissues - Attack scenario



Methods

Assumptions made:

e |f Signal isimplemented correctly, the protocol is secure
e Signal Application implements their protocol correctly

WhatsApp is proprietary software

Android version was analyzed. Protocol implementation remains the same
for 10S

Latest available version of WhatsApp(2.18.380) and Signal(4.32.8)
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Experiments

Client-Server connection

. Ethernet
WiFi Hotspot Connection
—> "
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Experiment: Traffic comparison

Signal traffic conversation

WhatsApp traffic conversation
TLS encrypted messages in descending order
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Results: Traffic comparison

Signal traffic conversation

TLS encrypted messages in descending order
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Experiment: Packet decryption
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Results: Packet decryption

_[ Raw IParams T Headers T Hex ]

PUT /vl/messages/+306937299980 HTTP/1.1
Unidentified-Access-Key: +noSWTlwgHn8kh06j fTldg==
X-Signal -Agent: OWA

Content-Type: application/json; charset=utf-8
Content-Length: 898

Host: textsecure-service.whispersystems.org
Connection: close

Accept-Encoding: gzip, deflate

User-Agent: okhttp/3.9.0

{"destination":"+306937299980", "messages":[{"content": "EQohBcOEfHYN+k7zrfRNa6/0xca91ignEcTP8FwG4vuSUeKBLELsqZ+h9y rBnwzl De0SQqKDedbeglSuRe2/BIRXSBgGnGxg8ZxmalUNo+7T] FGt EDZt SxmuhONF
VFF2HP8k qCDWRCY6u rXul LThCSxvYn/AUj Z8k LWV26HhNYzb DN1sRfMb+Hx CSAIOEXQ/LQVk FLLCSZwD197QoFHt YTDhSOfkHPseBEon5S0eB+xTKVywe f8B/y 2HsRTv 4y Ve Xndeuy 85wnHI/ Udhj BcgCFOI +87qP6dSK6d 2Kt 319ewBS
SLL76Bk2nt 2cTimORmXymaWux 1DYFSEISOsIWL /FlbxKnZ+YranOu/e2Ps7fj INyscw2xLt vgERw2R0OL 000 rlraGGOzASBz VmOmzt 80ZJUX11RHQUOGVq46vGuVmYsEhDOt PNegZYal3ZXdzn99] yzNzGsaTS+St OHoFJzhct xt eX8RcL
wxhgBY7w8P0j j d9HOD3HGS4x17JPL GUPLHqXASI /UsqwkYp JEN3v / CIMErIgL3exmKO/ Vk pm7FDEx +wwFQL T JwASk C4DZsDy 6+1up X61FdcKKj bl fav6aEOcMKC7z69hnbs0j xBpUY1IRo fEKW74t Qmhbl g/ rweuaBz VyPIXHoWt Ldjix
XK074X6gt QIUj rOUKE28uYWFCgl 7Za0DBk LK f+6x8MNI0a07mY XpOYhgiSmxZzPriwKZhG4+1 4vRRaKt ", "destinationDeviceId":1, "destinationRegistrationId":16356, "type":6}], "online" :true, "timestamp":1
548771435261}
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Results: Packet decryption

GET /vl/websocket/?login=+31647229265&password=twqrl /6AmDskyse3mqQDxtaR HTTP/1.1
X-Signal -Agent: OWA

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket -Key: sS5Q7IWY008+06EbkKQxQsw==

Sec-WebSocket-Version: 13

Host: textsecure-service.whispersystems.org

Accept-Encoding: gzip, deflate

User-Agent: okhttp/3.9.0
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Results: Packet decryption

Unfortunately no packets captured from WhatsApp
Noise Pipes : Custom protocol instead of TLS

Burp Suite couldn’t recognise those packets
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Experiment: Basic blocking
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Experiment: Basic blocking
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Experiment: Basic blocking
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Experiment: Basic blocking
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Experiment: Basic blocking
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Experiment: Basic blocking
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Experiment: Basic blocking
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Results: Basic blocking

@ Messages to this chat and calls are now secured
with end-to-end encryption. Tap for more info.

T UNREAD MESSAGE

Hello 13.43

The sender is not in your contact list

&' REPORT
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Experiment:Sender offline blocking
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Experiment:Sender offline blocking
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Experiment:Sender offline blocking

3.Turn Off phone A

(Turned On)
A

1.Send Message

4

Phone A
(Turned Off)

S

WhatsApp
Server

—
S

2.Message try
to deliver

[ R AV R Lo

Turned off
A

L 4

Phone C
Turned On

S

Aju1aA uiny
pue WIS 3y} ajelBINy

29



Experiment:Sender offline blocking
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Results: Sender offline blocking

Hello 224 pm w

TODAY

® Waiting for this message. This may take a
while. Learn more. 1:57 PM
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Experiment:Sender offline blocking

3.Turn Off phone A

IV L

(Tlurned On)
O

1.Send Message

S

Phone A
(Turned Off)

A

5.Message sent
back for
re-encryption

WhatsApp
Server

e
. 4

LAV IR L2 =

Turned off

)
2.Message try
to deliver
b 4
Phone C
Turned On
)
6.Message
gets delivered
=
- 4

Aju19A uiny
pue WIS 3y} ajelBINy

32



Experiment: Sender offline blocking
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Results: Sender offline blocking

TODAY

Lala
Hello
Hello
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+ FIVI W&
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Experiment: Sender migration blocking

Phone A Phone B
Whatshpp Turned off
Server
A A
¥___4-——/
2.Message try
1.Send Message to deliver
=
] B
® T b4
£ 0
= '; Fhone:R Phone C
g Turned On
=]
=T
=g [ i —
™ O
5.Missigfe Sent 6.Message never
ac or. gets delivered
re-encryption
T ——— o
w

Ayian pue
piea WIS ay} ajesBINYy

35



Results: Sender migration blocking

(© Waiting for this message. This may take a while. Learn more.

Hey you

Hey 4:34pM «
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Discussion

e We expected the traffic of both applications to be more similar
e Decryption could verify the correct use of the Signal protocol
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Future work

Key extraction and message decryption (reverse engineering)
Phone call verification abuse

Metadata collection

WhatsApp, Instagram and Messenger integration
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Conclusion

e What are the algorithms used to create the Signal protocol?

e What are the differences between Signal and WhatsApp network
traffic?

e Towhat extent are WhatsApp messages encrypted to the Signal
protocol specifications?

|s user-to-user message exchange via WhatsApp end-to-end
encrypted? Probably yes
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