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VPN Concept
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Data Encapsulation

e Original IP packet becomes payload
e Adds overhead

Original IP Packet
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Session Control Transmission Protocol (SCTP) Features

Reliable

Connection Oriented
SCTP Common Header

Message Based

Source Port Destination Port
Multiple Streams Verification Tag 12 Bytes
o Independent Ordering GHeEiesary
Optional Ordering SCTP Chunk Header
e Per message Type Flags Length N
. . Transmission Sequence MNumber
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Data Encapsulation Comparison

e UDP

o Message Based
o Unordered

©  Unreliable Original IP Packet
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Data Encapsulation Comparison

e [CP

o Stream Based
o Ordered
o Reliable

Original IP Packets
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Data Encapsulation Comparison

e SCTP

o Message Based (Chunks)

o Flexible Ordering Original IP Packets
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Test Setup

® Tunnels Created Between Virtual Servers in various locations

o Each Protocol used for each pair
m SCTP Ordered & Unordered

o FreeBSD 10.2 Servers
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Performance Results

Absolute Protocol Performance
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Performance Results
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Performance Relative to UDP
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Problems Encountered

e Not all Implementations created Equal

o  Microsoft Windows
m  No builtin support for SCTP

O Linux
m Performance Issues?
o FreeBSD

m Driver Issues
m Problems with IPv4?



Conclusions

e Use UDP

o Except when it doesn’t work
m Not connection oriented

® SCTP viable alternative to TCP

o Except when it doesn’t work

m Connection oriented, but is it supported?



Future Work

® Investigate Linux implementation
® |nvestigate SCTP support

o in Firewalls
o in devices performing NAT
O in mobile devices
® Potential of SCTP extensions
o RFC 3758 - Partial Reliability Extension
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