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@ chrome

The Website Ahead Contains Malware!

Google Chrome has blocked access to twitpic.com for now

Even if you have visited this website safely in R gutI e e I X1}
now is very likely to infect your computer wit

Your personal files are encrypted

Malware is malicious software that causes thi

theft, financial loss, and permanent file deletic Info

ﬁ :. lj ‘l.aq‘:e d

Your important files were encrypted on this computer: photos,
videos, documents |, etc. You can verify this by click on see files
and try to open them.

Encryption was produced using unique public key RSA-4096
generated for this computer. To decrypt files, you need to obtain
private key.

IZ] Improve mahware detection by sending additional The single copy of the private key, which will allow you to decrypt
the files, is located on a secret server on the Internet; the server
will destroy the key within 72 hours after encryption
completed. After that, nobody and never will be able to restore

files |

Your files will be lost
without payment on: To retrieve the private key, you need to pay 0.5 bitcoins.

11/24/2013 3:16:34 PM Click proceed to payment to obtain private key.

Any attempt to remove or damage this software will lead
to immediate private key destruction by server.

Proceed to payment >>
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Source: http://www.bleepstatic.com/fhost/uploads/2/cryptolocker-2.0.jpg




Drive-by downloads

* Vulnerable browsers and plugins
— Remote code execution

* Malvertising

e Hard to detect

- Browser loads

-' 5
» 2, Executes ’ 3 Executes ’ 4 Downloads » - Executes
| URL - exploit | shellcode  malware to disk | | malware

Source: http://blog.armorize.com/2011/04/newest-adobe-flash-0-day-used-in-new.html| (modified)
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\<<<<.¢T he Hacker News

Security in a serious way

Dutch News site spread Malware on 100000 Computers
-

&) Friday, March 16, 2012 & Mohit Kuma

Dutch News site spread Malware on 100000 Computers
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malware) to users of IE. Nu.nl has

provide visitors to the news site wi

exploit kit was placed.

Posted on January 3, 2014 by joostbijl



Challenges current systems

+ Slow cuckoo~rz”

* Single website at a time

* Hard to maintain ﬁ HONEYSPIDER
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Challenges current systems

Slow CUCKOOx
Single website at a time

Hard to maintain ﬁ H

Have we already said they’re slow?

— But that’s not really their fault, it was
never designed for this purpose

ONEYSPIDER
network




Research question

How can we concurrently visit multiple URLs and
still be able to determine which URL was
responsible for malicious activities?



Research question

How can we concurrently visit multiple URLs and
still be able to determine which URL was
responsible for malicious activities?



The Goal

Analyser Host Process

GET http://example.com

GET http://example.org GET http://example.net
GET http://example.com/header.jpg GET http://ads—server.com/malici@

flash.exe

GET http://ads-server.conﬂcrossd@
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Algorithm

Platform independent
— PoC for Windows 7

Browser independent
— PoC for Internet Explorer 8

Fast(er)

Limited maintenance needed



Determine malware origin

* One website
— Many HTTP requests

e Easy solutions:
— Modify web browser and add logging
— Monitor network

* Scalable solution:
— Observing API calls
— Includes thread and process context



Web browser process model

iexplore.exe

[ Protected-mode Broker Object ]

RSN e | E——

iexplore.exe (tab process 1)

Tabn

Toolbar Extensions
ActiveX Controls

Browser Helper

Objects

iexplore.exe (tab process n)

Tab n

Toolbar Extensions
ActiveX Controls

Browser Helper

Objects

Source: http://blogs.msdn.com/b/ie/archive/2008/03/11/ie8-and-loosely-coupled-ie-Icie.aspx
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Web browser network stack

InternetOpen

[
InternetConnect

HttpOpenRequest
1

— HttpSendRequestEx

= HttpEndR equest -

- InternetReadFileEx

— InternetWwriteFile

InternetReadFile -

InternetSetFilePointer -

InternetQueryDatadvailable

Source: https://msdn.microsoft.com/en-us/library/windows/desktop/aa383766%28v=vs.85%29.aspx 14



Source: http://newgre.net/node/5

APl hooking

Call:r} Callee _—)

Situation without Hooking

Caller Callee

k

Hook function is called without calling
original function

—

Caller Callee
y— —D

Hook function is called, which in turn
calls original function
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InternetOpenW

InternetConnectW

HttpOpenRequestW

HttpAddRequestHeaderswWw

Connecting the dots...

ProxyBypass => SUCCESS
AccessType => 0x00000000

Agent =>Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0; SL
.NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media
6.0; .NET4.0C; .NET4.0E)
Flags => 0x10000000
ProxyName =>

Username =>

Service => 3

InternetHandle =>[0x00cc0004]
ServerName => www .example.com
Flags => 0x00000000

ServerPort => 80

Password =>

SUCCESS |0x00cc0008

Version => SUCCESS 0x00cc000c
InternetHandle =>[0x00cc0008]

Flags => 4194816

Verb => GET

Referer =>

Path => /

Headers => Accept-Language: en-us User-Agent:Mozilla/4.0 (compatible; MSIE 8.0; SUCCESS 0x00000001
Windows NT 6.1; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729;
.NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E) Accept-Encoding:
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Algorithm in 4 simple steps

Visit (the URLSs)
Process (the data)

Analyse (the graph)

Report (the findings)



Analyse graph

Analyser Host Process

GET http://example.com

GET http://example.org GET http://example.net
GET http://example.com/header.jpg GET http://ads—server.com/malici@

flash.exe

GET http://ads-server.conﬂcrossd@
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Proof of Concept

* Cuckoo
— Support for analysis of single website
— Cuckoomon (API hooking)

e Windows 7+ IE 8

* Actual detection is out of scope

— And up to the user in existing solutions



Running it...



Proof of Concept

$ python cuckoo.py &
$ python utils/mass-analyse.py url_list.txt

Warning:

INFO:root:Parse log....

[...]
PID 2876

Visiting:

PID 3656

Visiting:

PID 2108

Visiting:

PID 3064

Visiting:

PID 1012

Visiting:

PID 3728
PID 2848
PID 1944
PID 3780
[...]

Analyser

a process called

’iexplore.exe’ spawned from
http://google.com/
’iexplore.exe’ spawned from
http://unsuspicious.com/
’iexplore.exe’ spawned from
http://google.nl/
’iexplore.exe’ spawned from
http://imdb.con/
’iexplore.exe’ spawned from
http://facebook.com/
’control.exe’
’repfix.exe’
’rundll132.exe’
’ynuni.exe’

’Subprocess_from_tab’:
’control.exe’,

’ynuni.exe’.

The URL

Task with ID 22 is not yet completed;

parent PID

parent PID

parent PID

parent PID

parent PID

Waiting...

2860

2860

2860

2860

2860

spawned from parent PID 3656
spawned from parent PID 3656
spawned from parent PID 3728
spawned from parent PID 2848

’http://unsuspicious.com’
’repfix.exe’,

’rundll32.exe’

spawns
and



Proof of Concept

$ python cuckoo.py &
$ python utils/mass-analyse.py url_list.txt

Warning: Task with ID 22 is not yet completed; Waiting...

INFO:root:Parse log....

[...]

PID 2876 ’iexplore.exe’ spawned from parent PID 2860
Visiting: http://google.com/

PID 3656 ’iexplore.exe’ spawned from parent PID 2860
Visiting: http://unsuspicious.com/

PID 2108 ’iexplore.exe’ spawned from parent PID 2860
Visiting: http://google.nl/

PID 3064 ’iexplore.exe’ spawned from parent PID 2860
Visiting: http://imdb.com/

PID 1012 ’iexplore.exe’ spawned from parent PID 2860
Visiting: http://facebook.com/

PID 3728 ’control.exe’ spawned from parent PID 3656
PID 2848‘*fepiizégisj spawned from parent PID 3656
PID 1944 ’rund1132.efFT“Fptwnad_iggg_gifent PID 3728
PID 3780 ’ynuni.exe’ spawned from parent PID [2848]
[...]

Analyser ’Subprocess_from_tab’: The URL ’http://unsuspicious.com’
a process called ’control.exe’, ’repfix.exe’, ’rundll32.exe’

’ynuni.exe’.

spawns
and
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$ python cuckoo.py &
$ python utils/mass-analyse.py url_list.txt

Warning:

INFO:root:Parse log....

[...]
PID 2876

Visiting:

PID 3656

Visiting:

PID 2108

Visiting:

PID 3064

Visiting:

PID 1012

Visiting:

PID 3728

[...]

Analyser

’iexplore.exe’ spawned from
http://google.com/
’iexplore.exe’ spawned from
http://unsuspicious.com/
’iexplore.exe’ spawned from
http://google.nl/
’iexplore.exe’ spawned from
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’iexplore.exe’ spawned from
http://facebook.com/

parent
parent
parent
parent

parent

Task with ID 22 is not yet completed;

PID

PID

PID

PID

PID

Waiting...

2860

2860

2860

2860

2860

’control.exe’ spawned from parent PID 3656
PID 2848 v*repfix.exe’ spawned from parent PID
PID 1944 ’rund1132.efFT“Fptwnad_iggE_gifent PID 3728
PID 3780 ’ynuni.exe’ spawned from parent PID (2848

’Subprocess_from_tab’: The URL

a process called ’control.exe’,
’ynuni.exe’.

’http://unsuspicious.com’

’repfix.exe’, ’rundll32.exe’

spawns
and



Proof of Concept

$ python cuckoo.py &
$ python utils/mass-analyse.py url_list.txt

Warning: Task with ID 22 is not yet completed; Waiting...

INFO:root:Parse log....

[...]

PID 2876 ’iexplore.exe’ spawned from parent PID 2860
Visiting: http://google.com/

PID 3656+ ’iexplore.exe’ spawned from parent PID 2860
Visiting: h ://unsuspicious.com/

PID 2108 ’iexplore.exe’ spawned from parent PID 2860
Visiting: http://goo
PID 3064 ’iexplore.exe’
Visiting: http://imdb.com/
PID 1012 ’iexplore.exe’ spawned
Visiting: http://facebook.com/
PID 3728 ’control.exe’ spawned from pare PID 3656
PID 2848 “ﬁpﬁx&’ spawned from parent PI
PID 1944 ’rund1132.efFT“Fptwn&d_iggg_gifent PID 3728
PID 3780 ’ynuni.exe’ spawned from parent PID [2848]
[...]

awned from parent PID 2860

parent PID 2860

Analyser ’Subprocess_from_tab’: The URL ’http://unsuspicious.com’
a process called ’control.exe’, ’repfix.exe’, ’rundll32.exe’
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Proof of Concept

$ python cuckoo.py &
$ python utils/mass-analyse.py url_list.txt

Warning: Task with ID 22 is not yet completed; Waiting...

INFO:root:Parse log....

[...]

PID 2876 ’iexplore.exe’ spawned from parent PID 2860
Visiting: http://google.com/

PID 3656+ iexplore.exe’ spawned from parent PID 2860
Visiting:|h ://unsuspicious.com/
PID 2108 ’iexplore.exe’ spawned from parent PID 2860
Visiting: http://goo
PID 3064 ’iexplore.exe’
Visiting: http://imdb.com/
PID 1012 ’iexplore.exe’ spawned
Visiting: http://facebook.com/
PID 3728 ’control.exe’ spawned from pare PID 3656
PID 2848 vrepfix.exe’ spawned from parent PI
PID 1944 ’rundlfggTE;ET“Ep&wn&d‘from parent PID 3728
PID 3780 ’ynuni.exe’ spawned from
[...]

awned from parent PID 2860

parent PID 2860

Analyser ’Subprocess_from_tab’: The URL ’http://unsuspicious.com’
a process called ’control.exe’, ’repfix.exe’, ’rundll32.exe’

’ynuni.exe’.

spawns
and



$ python

Proof of Concept

cuckoo.py &

$ python utils/mass-analyse.py url_list.txt

Warning:

Task with ID 22 is not yet

INFO:root:Parse log....

[...]
PID 2876

Visiting:

PID 3656

Visiting:

PID 2108

Visiting:

PID 3064

Visiting:

PID 1012

Visiting:

PID 3728
PID 2848
PID 1944
PID 3780
[...]

Analyser

’iexplore.exe’ spawned from
http://google.com/
iexplore.exe’ spawned from
/unsuspicious . com/|
’iexplorerexe’ spawned from
http://googles
’iexplore.exe’ spa
http://imdb.com/
’iexplore.exe’ spawned from
http://facebook.com/

+control .exe’ spawned from parent PI

completed; Waiting...

parent PID 2860
parent PID 2860
parent PID 2860
parent PID 2860

PID 2860

’repfix.exe’ spa arent PID 3656
’rundll132.exe’ spawned from paren ID-|3728

’ynuni.exe’ spawned from parent PID 2848

’Subprocess_from_tab’: The URL ’http://unsuspicious.com’
a process called ’control.exe’,
’ynuni.exe’.

’repfix.exe’, ’rundll32.exe’

spawns
and



° HTTP Request
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But is it also faster?




Benchmarks

1 URL 10 URLs 100 URLs
Anubis 273,8s 2810s ~27500s
Cuckoo 152,8s 1507s ~15000s
Roadrunner 48,8s 102,4s 450,9s
Improvement 3-6x 14-27x 33-60x
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Seconds

100,000

90,000

80,000

70,000

60,000

Anubis

50,000

=== Cuckoo

40,000

=== Roadrunner

30,000

20,000

p
-

10,000

0 -

10 25 50 100 250 500
URLs

1000

Comparison of benchmark results
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Research question

How can we concurrently visit multiple URLs
and still be able to determine which URL was
responsible for malicious activities?

- Use tabbed browsing
- Make use of modern browser architectures
- In-depth process monitoring (APl Hooking)
- Graph based analysis



Future Work

* Finishing touch PoC
— Stability
— Known false positives

— Correctly creating the graph is hard

* But all data is available for manual analysis like before
— And now you know where to start looking

* Better analysis

— Machine learning?



Thanks!

* Our great supervisors from the NCSC
— Jop van der Lelie & Wouter Katz

 The Cuckoo developers

— Especially Jurriaan Bremer for helping us in
understanding Cuckoo and solving our own
introduced bugs



Questions?

Adriaan Dens
adriaan.dens@os3.nl

Martijn Bogaard
martijn.bogaard@os3.nl

Check it out now:
https://github.com/MartijnB/cuckoo/tree/multi-url



