Malware analysis
Carberp

Ralph Dolmans
Wouter Katz

UNIVERSITY OF AMSTERDAM
X



Research questions

 What kind of anti-forensics techniques are
being used by the latest version of Carberp?

 \What behavior does the latest version of
Carberp show?

- Installation
- Run-time
- C&C



E-banking malware

» Steals your money

* Fake forms (HTML injection), Key logging,
browser API hooks, ...

* Big players: Citadel, ZeuS, SpyEye, Carberp



Carberp - General behavior

« MITB for e-banking
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Carberp - General behavior

 VNC
* Video recording

» Extra plugins (passw.plug, stopav.plug,
miniav.plug)



Installation

« Startup folder

* Windows service (svchost.exe)

e Contacts C&C server for updates/instructions



Anti-forensics

* Techniques used as countermeasures to
forensic analysis

* |n our malware sample, data hiding by means
of:

- Packing of the executable
- Encryption of network traffic
- Encryption of config files



Executable packing

 Uses small loader to unpack the 'real’
executable

Loader
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Executable packing

 How to obtain unpacked code?

 Run the executable, dump unpacked code from
memory.

 Unpacked code contains references to Russian
e-banking websites, VNC, password grabber, ...



 GMER showed 4 hooks in ntdll.dll:
- ntdll.

- ntd

- ntdll.
- ntdll.

O O o o

API| hooks

INtResumeThread
INtQueryDirectoryFile
INtClose
INtDeviceloControlFile
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APl hook behavior

* How to determine what it does?
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APl hook behavior

* How to determine what it does?

OllyDbg - notepad.exe - [CPL - main thread, module ntdil]

F|Ie Wiew Debug Trace Cuoin:  Options  Windows  Help - O x
JJJ > =] S Au] L E[M{w]T]c|R[-| B[M|H| i
7c7eD7T - FF12 CALL DWORD PIR DS:LEDX1 ~|Registers CFPU> ~
7ceap7|L. 2 @8@@ |REIN 8 = =
7coap7 98 |Nop ECH apo0pa1s
79807 ré B8 900881 MOU EAX .98 ntdll._HtQueryDefaultUILanguaged{gue - | rpy AREERGRLE
FCYEA ] - BA BBA3F MOU EDX.YFFEB3IBH " | EB2 BPRBBBRRA
7c9@D7(| - FF12 CALL DHMORD PTR DS:TEDX] ESP @PA7D310
oA L. G2 A48 |RETH 4 ERBF [@8B87D618
78 |NOP ESI 7C9BD58@ ntdll.NtOpenFil
[rs BE 91008(MOU EAX.91 ntd11.NtQueryDirectoryFilelguessed |rnn; poiooeRi pentiie
7¢9@D7|| - BA GBFAC{MOU EDX,ACBFAGS
2¢9@8DpM| . FF12 CcALL EIP 7C?28D758 ntdll.NtQueryDirecto
7csBp'L. €2 206868 |RETN 20 C @ ES @823 32hit BCFFFFFFFF>
7C3aD? 20 NOP P1 CS PO1B 32bit BCFFFFFEEF>
7C%AD7Irs B8 92088 MOU EAX .92 ntdl]l.NtQueryDirectoryObject{guess |y g 52 @AE22 32hit BCFFFFFEFF)
FCA ] - BA AEAIF MOV EDX . YFFEA3IBA 71 D8 @22 32hit B<FFFFFFFF)>
7c96D7(| -+ FF12 CALL ;
§ @ FS @3B 32hit 7FFDFOBBCFFF
AL G2 1CAA | RETN 1C T @B G5 A8B8 NULL
7C9AD7 : T NOP D@
0807 B8 930081 MOU EAX.93 ntdl]l _NtQueryEaFile{gueszsed Argl.A
e[ B A e 0 @ LastErr BBBBOBEA ERROR_MORE_
ICOAD? FF12 CALL DUORD PTR DS:(EDX1 ~| EFL BP@@AB246 (NO,.MB.E.BE.NS.PE.GE
Tnn-00880B91 (docinal 145.) ST@ empty —777 FFFF PAAARO4A BB40
EAX=BB@7D37C ST1 empty —777 FFFF HOAAROAA B@B1
8T2 empty —77? FFFF GAFE@A4B BA82
5T3 ty —77? FFFF BAFE@A47 GBSO
ntdll_HtQueryDirectoryFile cT4 emmnpty” —MNAN_FFFF_FF478BEE_FF4BY
fddres|{Hex dump ASCIT -~ [ELIEPE} C?CBOED ReC| ~RETURN from ntdll.NtQueryDirectoryFile »
PiARY6(PE BB OB 60| D4 70 BB 01|00 0O PO BB b 8 =| 608703 rA0A0A1 £Q || Argl = 19C
P1AAY6| @ AP O G0 B0 P@ DB OB 64 GO PO BB d 8868703 | 000086 firg2 = @
P1AAYG]{4E AP GF 90|74 @ 65 OA|70 BB 61 BA|N o t e p a 8867D3) | 0EPEGH fAirgd = @
P1PPY6|FF FF FF FF |90 87 10 08|24 B8 10 B8 E=b 5D 000703 | Gepaps = || Argd - @
@10690{2n B9 10 B0 6E BA 1@ 08 |4C 6A 10 6O |=cr nE- L | |9097D3i| ABAZD3 i''= | Args = 7D3VC
A10A9@(84 A 1A 00 1C BB 1@ BA|2C BB 1@ BA|&E- 6k .6k 880703 | BAOVD3 %"= | Argh = 7D3AC
@18090|F6 OC 10 00 1C BE 18 90 |4 OF 10 08 (:9+ /> Jp | [9087D3}) AAOBA2 he || Arg? = 268
P100%@|8C OF 1A 0092 GF 10 00| D6 16 10 OA| i M9 gk 880703 | BO0EAA ¢ || Argd = 3
@19@90{9E 17 10 68| AR OF 18 U4 (DS OF 19 9@ |Rip - iwe | |BOBZD3)| BAORARE || Arg? = 1
P1AAYG{F8 GF 1@ 00 @8 1@ 18 B8 |3E 11 18 BB| %%k Dk >4k 880703 | BAB7D3 4t | Argld = ED394

B10898 54 13 18 BO|9a 15 160 BB |66 15 16 88| T!» UEe ° ARA7D3| | BAARRN ~Argli
AiPA9A 48 16 18 98|78 16 18 B8 (84 16 18 88 |H» zf: 3?: ABA7?D3 | BBATDE —=|UNICODE "G:~Documents and Settings"
B10898IBA 16 18 BB|C6 16 10 BB|EC 16 16 88 |[l-r Fb ok B0A7D3) | BARRAH

B1089@])2C 17 18 B6 |44 17 10 08|56 17 16 08| .1+ Dir ULk 288703 | BRREAGR

B1068908)8A 17 18 BB |92 17 1P 66|34 98 B0 B1 i+ fi+ 4 @ |9007D3| BAGGAR T

@18A96]3C 90 0@ B1 40 90 60 01 |4C 98 9@ 61 (<E GPE GLE g |[B087D3) GROOAR -
B10P91(44 98 BB B1 |50 90 BB 6154 90 B0 B1 |DE GPE GTF @ |9807D3)| BEATDI £le

PiG691{5C 90 0O 01|60 90 00 01 64 98 B0 61 \E @‘E EHE g gggggg ggggggﬁ

01009116C 98 6O 01 |70 90 B0 01|74 90 00 01| 1f Opf Gt EIV aaoch-n| banana -

88 9A AR A1 RC 90 AR A1 .90 9A AA A1 |AF ERE BEE

Hardware breakpoint 1 at ntdl MiQuemDirectanFile



Memory injection

Explorer.exe Notepad.exe

1. Explorer.exe spawns notepad.exe
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Memory injection

Explorer.exe Notepad.exe

1. Explorer.exe spawns notepad.exe
1 2. Loads ntdll.dll

3. Returns control to parent process
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Memory injection

E Explorer.exe }

1. Explorer.exe spawns notepad.exe 1

4. Calls NtResumeThread:

E Notepad.exe }

2. Loads ntdll.dll

— 3. Returns control to parent process
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Memory injection

E Explorer.exe }

1. Explorer.exe spawns notepad.exe 1

4. Calls NtResumeThread:

E Notepad.exe }

2. Loads ntdll.dll

— 3. Returns control to parent process

> 5. Run while being infected.
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Hiding files

» ntdll.dII'NtQueryDirectoryFile

* Debugger made clear this hook is for hiding
files

* Hidden directory in C:\Documents and
Settings\All Users\Application Data
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Config file encryption

 mnhsist32.dat in hidden directory

* Assembly decryption routine found,
implemented in python script

» Key found while debugging decryption routine:
HJGsdlk873d
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Config file encryption

 XOR each plaintext byte with every key byte

 Before each XOR operation:

- XOR input = Previous XOR output + (XOR round *
plaintext byte position in line)

1st byte: normal
2nd byte input: +1 for round 2, +2 for round 3, ...
3rd byte input: +2 for round 2, +4 for round 3, ...
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Config file encryption

» Strings in config file:
- 696301E9F82608F7/EC3CB37D2F44663C

- 696301E9F82608F/EC3CB37D30046D2DA9
- 696301E9F82608F/7/EC3CB37D33046D2DA9

e Plaintext:

- defeatswirly.net
- defeatswirly1.net

- defeatswirly2.net
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Network encryption

* Trojan sends HTTP requests to C&C
* All POST-data is encrypted

» Use debugging of the exe to find out how...
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Network encryption

» Step through the code to find encryption
algorithm

* Encrypted network traffic:

- 8 byte |V, split into 2 x 4 bytes
- 1st part IV+base64(RC2(plaintext))+2nd part IV
- '="or '=="In base64 always at the end

 RC2 encryption key = CD5ztnj3W1wgSH2M
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Network encryption, example

o HyIFFI7TRmMWrgu4r40KdIP4t53IoM3AEGzKJiTa
obwrdex8WAMWS90h6yNzIcndRKSWCwT68Ih
PRPMJmEgmMONhgbGFAIDcu==

- IV = HylFIDcu

 Plaintext:

- uid=a022A7D5C91DCED15F&av=&md5=a574fc3d
97149bcbf8bdccd5a8a73951
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Data theft

» Several Russian banks targeted

 Browser AP| hooks to check if bank site is
accessed

» Send CAB file with screenshot and keylog-file
to C&C

- Network traffic unencrypted
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CAB file
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Conclusions

Hiding files

Memory injection

Encryption

Tries to steal information
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Questions?
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