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Research question

* How can you perform a relay-attack, using
a hetwork channel, between two NFC
enabled devices!?



RFID Background

e RFID is a technology that uses
electromagnetic waves to identify object,
animals or people in an unique manner.



RFID Basics
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RFID Background

LF HF UHF
Freq. 125 - 134KHz | 13.56 MHz 866 - 915MHz
Range
Read 10CM M 2-7 M
Range
Coupling Magnetic Magnetic Electro

magnetic

Existing 11784/85, 18000-3.1, EPC C0, C1,
standards | 14223 15693,14443 | C1G2, 18000-6




ISO 14443

e Split into 4 parts
° Physical Characteristics
> Modulation Techniques
> Initialization Protocol

° Transmission Protocol (optional)



Initialization
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Transmission Protocol

e Optional to choose

> Also other protocols available

e Timing values
> Frame Waiting Time

> Waiting Time Extension
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ATS Packet
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ATS Packet - Details

23 55494420 30 30 30 37
3a 20 30 34 20 32 62 20 30
65 20 39 32 20 37 33 20 32
38 20 38 30 20 0a 23 41 54
5141 2030303032 3a20
30 33 20 34 34 20 0a 23 53
41 4b 20 30 30 30 31 3a 20
32 30 20 0a 23 41 54 53 20
30 30 30 353220373520
37 37 20 38 31 20 30 32 20
38 30 20 Oa



ATS Packet - Details

23 5549 44 20 30 30 30 37 #UID 0007:04 2b 0e 92 73 28 80
322030 3420 32 6220 30 #ATQA 0002: 03 44

65 20 39 32 20 37 33 20 32

38 20 38 30 20 0a 23 41 54 #SAK 000120

51 41 20 30 30 30 32 32 20 FATS 0005:757781 0280
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41 4b 20 30 30 30 31 3220

32 30 20 0a 23 41 54 53 20

30 30 30 353220373520

37 37 20 38 31 20 30 32 20

38 30 20 Oa



Relay attack landscape

e Timing issues
e Relation with the standard




FWT attack

* Change FWT for each challenge-response
> Modifying the FWI inside the ATS
> Man in the Middle setup



Attack setup

Card Reader

ATS ATS

Attacker

|. Queue original ATS
2. Modify the FWI
3. Send the modified ATS



Demo




Conclusion

* Relay attack is possible, if the system
supports ISO 14443-4.

* FWT is changeable by modifying the FWVI

 Hardware dependent



Questions!?
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