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Defending against DNS reflection
amplification attacks




What is a DNS reflection
amplification attack?

Botnet Name Server Victim
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Research Question

"What measures can be taken to
defend against DNS amplification
attacks on authoritative name servers,
and what is the effectiveness of
Response Rate Limiting?”



Which defense mechanisms are
available? Where to defend?

mBotnet controlled PC.

m ISP.
m BCP38: Ingress filtering. i _____}

m DNS.
m Firewall, TCP, Dampening, RRL

Victim



==
Why focus on RRL?

mMost promising;

m'The only technique that is actively used
and supported;

m Available for BIND and NSD;
m Research proposed by NLnet Labs.



+
How is the effectiveness of RRL

measured?

m5 Different attacks
mRepeating query (ANY)
mVarying query (25%, 50%, 175%, 100%)

mInbound vs outbound traffic (Amplification
Ratio)

mSlip settings



Lab setup.

Name

e TCPReplay + pcap file

BIND9.9.2-P1 + RRL
Cacti + RDC




RRL Measurements




+
RRL Explained

DNS
Request N Response =g
X | /
I
10.1.1.0/24, prague.os3.nl, status: noerror 1/5
10.1.1.0/24, status: NXDOMAIN 25/5

mMAX Responses per second =5
m Window size = 5
m Maximum bucket = 25

m Minimum bucket =0
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Measurements 1/5 —

Repeating ANY attack
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Traffic-Kaa,NLnetlLabs.nl-Lab0

700.L0YY

4. 0M
g o (4 MB/s) (81 KB/s) :
T 2.0M =512 =1 2
g (80 KB/s) 1 (80 KB/s) :
0.0 >
13: 40 13:50 14:00 14:10 14:20 14:30

From 2013/01/15 13:37:23 To 2013/01/15 14:37:23

B Inbound Current: 80.31 k Average: 79.37 k Maximum: 80.81 k
Total In: 285.74 MB

B Outbound Current: 40.10 k Average: 2.59 M Maximum: 4,09 M
Total Out: 9.32 GB
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Measurements 1/5 —

Repeating ANY attack
SLIP | False positives In Out Amp. ratio | TCP responses
Slip 1 0% 80KB/s | 81KB/s ~1:1 100%
Slip 2 50% 7T9KB/s | 39KB/s ~1:0.5 87,5%
Slip 3 66.6% 79KB/s | 26KB/s ~1:0.3 66%
Slip 5 80% 80KB/s | 16KB/s ~1:0.2 49%
Slip 10 90% 80KB/s | 8KB/s ~1:0.1 27%
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Measurements 2/5 — 11

Varying query attack (25%)
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Measurements 2/5 —

Varying query attack (25%)

Traffic-Kaa,NLnetLabs.nl-Lab0
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1.2 M

1o (1.33 MB/s) (270 KB/s)
0.8 1 17 =35

0.6 M (78 KB/s) (77 KB/s)
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bytes per second

16: 20 16: 25 16: 30 16:35 16: 40 16: 45
From 2013/01/24 16:15:27 To 2013/01/24 16:45:27

B Inbound Current: 76.40 k Average: 74.40 k Maximum: 79.31 k
Total In: 138.38 MB

B Outbound Current: 270.24 k Average: 715.18 k Maximum: 1.33 M
Total Out: 1.33 GB




Measurements 3/5 —
Varying query attack (50%)

Replies by Rcode
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bytes per second

Measurements 3/5 —
Varying query attack (50%)

Traffic-Kaa,NLnetLabs.nl-LabO

1| e A s (469 KB/s)

o.aml (1.19 MB/s) =5.9

0.6 M =15.3 (17 KB/s)

0.an| (I8 KB/s) ’

0.2 M

o0 10: 50 10: 55 11: 00 11:05 11:10 11:15

From 2013/01/16 10:46:54 To 2013/01/16 11:16:54

B Inbound Current : 76.68 k Average: 77.98 k Maximum: 79.42 k
Total In: 145.04 MB

B Outbound Current: 468.45 k Average: 782.73 k Maximum: 1.19 M
Total Out: 1.46 GB
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Measurements 4/5 —

Varying query attack (75%)

Traffic-Kaa,NLnetLabs.nl-Lab0

bytes per second

1.0 H“J v G e W e S

>Nl (1.04 MB/s)

0.6 M =13.2 (679KB/s)

0.4 M{ (79 KB/s) = 8.7

0.2 M (18KB/s)

0.0 16: 40 16: 45 16: 50 16: 55 17: 00 17: 05

From 2013/01/24 16:37:35 To 2013/01/24 17:07:35

B Inbound Current: 78.05 k Average: 77.89 k Maximum: 79.31 k
Total In: 144.88 MB

B Outbound Current: 678.41 k Average: 696.13 k Maximum: 1.04 M
Total Out: 1.29 GB
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Measurements 4/5 —
Varying query attack (75%)

SLIP | False positives In Out Amp. ratio | TCP responses
Slip 1 0% 7T9KB/s | 689KB/s 1:8.72 100%
Slip 2 50% 78KB/s | 680KB/s 1:8.72 87,5%
Slip 3 66.6% 7T9KB/s | 677KB/s 1:8.57 66%
Slip 5 80% 7T9KB/s | 673KB/s 1:8.52 49%
Slip 10 90% 7T9KB/s | 665KB/s 1:8.42 27%
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Measurements 5/5 —

Varying query attack (100%)

RRL In Out Amp. ratio
Disabled | 80KB/s | 891KB/s 1:11.14
Enabled | 80KB/s | 891KB/s 1:11.14




Results

RRL Effectiveness
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==
DNS Dampening

mSuccessful against distributed attacks
mCounts requests instead of responses
mPenalty points for every request

mNo mechanism like slip implemented

mMost parameters cannot be changed in
configuration




+ .
Conclusion

m RRL effective:
m Attacks repeating the same query.

m RRL ineffective:
m Varying query attacks / Distributed attacks.

m DNS Dampening:
m Effective against all tested attacks.

= No mechanism to prevent false positives.

m Need to push BCP38



Q&A




