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Securing an outsourced networlk:
Detecting and preventing malware infections
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. Introduction

* T-Mobile
e Qutsourced IT Service Management
* Bring-your-own-device
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Research

“How could malware infection attempts
be detected and prevented from within the
IT infrastructure of the business that has
outsourced IT service management or that
allows 'bring your own device'? ”

e other research (0S3):

- Detecting the ghost in the browser:
Real time detection of drive-by infections

- HTTP Session Identification
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* Malware
* Drive-by downloads

© Hacker insents

malicious url o Users is re-directed

Web User visits
Good Web Site 1o Bad Web site

o Badsite sends obluscated
exploit for vulnerability
on end user’s system

Malware sends
private data
10 Hacker

Malware installed
without User noticing
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Hardware

Virtual Network OUT
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Software

05

proxy server

iptables

sguid

icap client

c-icap server

inktwipAM

squidGuard
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Architecture

* Scalable
* Enterprises

proxy server

3

squid server 1

3

squid server 2 squid server 3 c-icapserver 1 c-icap server 2 c-icap server 3
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client 1

client 7 client @ client 11 >

] client 3 g client 5

client 2 client 4 client &6 client 8 client 10
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i HTTP request

client

browser

i

HTTP request o Proiy Server

'Tl |

Mabhware

inktvipA . scofing systern
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¥ TCP ports

v Geolocation
v Hostname

v Domain

v User-Agent
v POST

v Content-Type

10/16



b3

&I

o Scoring system

Malware
scoring system

Geolocation Hostname Domain
score sCare sCare

Content-Type POST Lser-&gent
sCore scare LCare

e
Suspected traffic

E}
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: Content-Type

Content-Typs
srore

Cantent-
Type
field

Malware score
+1

Is app/

java?

no

Calculate score

e

Malware score
+3




. Demo

 www.facebook.com
* www.piratebay.org
e 137.254.16.66/nl/download/installed.jsp
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H D UA P CT ALLOW BLOCK
google.nl 0 0 0 0 0 X
google.com 0 0 0 0 0 X
facebook.com 0 0 0 1 0 X
wikipedia.org 0 0 0 0 0 X
nu.nl 0 0 0 1 0 X
ing.nl 0 0 0 0 0 X
t.co 0 0 0 0 0 X
tweakers.net 0 0 0 0 0 X
piratebay.org 0 0 0 1 0 X
powned.tv 0 0 0 0 0 X
69.171.242.53 0 0 0 1 0 X
194.71.107.15 0 2 0 0 0 X
137.254.16.66/nl/download/installed.jsp 0 2 0 0 3 X

* testing on a larger scale is required
* further balancing is needed
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“Our concept is a practical way of trying
to detect and prevent drive-by malware
infections by analysing HTTP traffic
patterns. “

e HTTP request header data

* |Improved known methods/checks
 Implemented working concept

* A scalable enterprise solution

* An open platform for further research
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