Camera identification on
YouTube
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Introduction

O







Noilse sources
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Black Box Model, Camera Response Function

Color- Signal-
interpolation processing

Defect Sensor-
Aberrations elements,
Sensor noise

Interpolation Quantization
artifacts table




Present on all frames
Fixed pattern noise (FPN)

Defective pixels

Photo Response Non-Uniformity (PRNU)



Algorithm




Correlation between the reference pattern and the
video pattern

Correlation on each color channel (RGB)
Sum of correlation on each color channel

Correlation value between -3 and 3



PRNUCompare
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PRNUCompare

File View Help

Extract i Compare ] Batch Jobs ] Manage ]

Average Pattern:

Camera Model: Apple iPhone4 -
Unique ID: 1
Source: :Natural v
Resolution: 1280 x 704
Options: sigma=5.0;
Cropping: 7
X: oEH v: 0
Width: 35244 Height: 288 %
Frame Averaging: 105
@) Frame averaging ONLY applies to VIDEOS.
It specified the number of frames to average
before calculating a PRNU pattern.
Method: :Wavelet (Daubechies) -
Sigma: 5%
N
5| Select Images... || [ ] select video... ] [ [ 2 save
Average PRNU extracted.
A




Advanced Video Codec (AVC)
Compresses the video stream
Modifies the pattern noise
Applies to YouTube



How does re-encoding the video with the Advanced
Video Codec influence the pattern noise?



Experiment

O




1 reference video per camera per resolution
1 natural video per camera per resolution

re-encode each natural video
AVC encoding setting: CRF 18,21,...,39

Upload/download videos to/from YouTube



Encoding quality 18




Encoding quality 21




Encoding quality 24




Encoding quality 27




Encoding quality 30




Encoding quality 33




Encoding quality 36




Encoding quality 39




Extracting the pattern noise for each video
Correlate each video to the reference patterns
Total number of videos processed: 835



Analysis
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Analysis
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Camera Model
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Analysis

Panasonic FP-7
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Analysis
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Depends on the level of compression
Presence of pattern noise differs per model

Higher resolutions videos perform better
More pixels == more noise



Even after a re-encode on the video with a
compression similar to YouTube, it is still possible to
identify the source camera for most cameras.
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