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•Research Question

Research Question

Can the security of the Perslink web application
be compromised?

The three following sub questions were the guideline of our
research:

Are there any security holes in the web application?

Can these flaws be exploited to expose sensitive information?

What countermeasures can the developers take against the
discovered flaws?
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•Attack Design

Approach

Attack the web application without any inside knowledge

Log in as a legitimate user and attempt to abuse the
application

Try to find vulnerabilities in the administrator panel
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•◦Manual testing

Manual inspection

No HTTPS

Three cookies are used

JSESSIONID
Perslink Remember Me Cookie
perslink computer cookie

Guessing login

User account locked after three failed attempts
No error message for invalid usernames
Double-login lock

SQL injection fails

Cross Site Scripting not possible→Inserted code is escaped
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◦ ◦ • ◦ ◦Penetration testing

◦•Automated testing

Automated tools

Tool Language Openness Platform
Skipfish C open source Linux-only
Arachni Ruby open source Linux-only
Paros Java freeware cross-platform
W3af Python open source cross-platform

Netsparker CE .NET freeware Windows-only

Table: Tools used to unveil the vulnerabilities of Perslink
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◦ ◦ • ◦ ◦Penetration testing

◦•Automated testing

Results (1/2)

Skipfish

jQuery JavaScript library
Direct Web Remoting (DWR)

Probably Java back-end

CSRF possible

/clipboard/create.web

/request/contact.web

/request/organisation.web

/perslink check.web

Paros
Predictable querystring in search results

/perslink check.web?organisationType

=CONTAINS ALL&organisation=&

keywordType=CONTAINS ALL&keyword=&nameType=STARTS WITH

&name=jo&prefix=&surname=

Auto-completion of login forms
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◦ ◦ • ◦ ◦Penetration testing

◦•Automated testing

Results (2/2)

w3af

CSRF possible for /j spring security check

Tomcat server

Netsparker

Perslink Remember Me Cookie & perslink computer cookie
are not HTTPonly
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SQL injection

Tests

Manual/Automated tests

Specialized tests using sqlmap

No successful injection

Implemented protection methods

Hibernate, queries with named parameters

Escape special characters

No error information leakage
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Session fixation attack

Test

URL with fixed session ID sent to victim

Victim logged in to Perslink following the given link

Attempt to steal data through the victim’s session failed

Implemented protection methods

New session ID is generated at every login

The user can destroy the session and recreate it
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Information storage issues

Issues

User credentials stored in plain text

Storing address details of the contacts

User input is stored non-sanitized

Recommendations

Hashing credentials before storing them

Exclude the address details from the database

Escape user input before putting it in the database
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Brute-forcing user login form

Issues

Autocomplete functionality used to discover usernames by a
malicious page

Implemented protection methods

Locked after 3 failed login attempts

Validation code sent to user’s email address
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◦ ◦ ◦ • ◦◦Brute-forcing

Brute-forcing URL admin panel

Admin panel is not linked by any other page

Brute-forcing a possible URL is the only option

Webroot tool tried all combinations for most common URL
characters

[a-z][A-Z]
[0-9]
[!,#,$,?,/,\,=]

Length unknown, 50 characters would produce 87.59x1090

combinations

After 20 days, it was requesting four-character URLs



Perslink Security

◦ ◦ ◦ • ◦Vulnerabilities

◦ ◦ ◦ • ◦◦Brute-forcing

Brute-forcing admin login form

Attacker is redirected to identical dummy page after one
failed login

Account disabled after three failed attempts on the real login
page

Recommendations

Disable auto-complete functionality
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Cross Site Request Forgery

Predictable URL

Profiles can be
downloaded directly

Session ID of
authenticated user
needed

Cookie stealing
possible due to
browser vulnerabilities
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Cross Site Request Forgery - Exploit

Lure a logged in user to a malicious website using an
interesting message on the bulletin board

Execute a client-side script (C) in the user’s browser

C will steal his session ID by exploiting a browser vulnerability
C will pass the session ID to a server-side script (S) that will
request the profile pages
S is not susceptible to the browser’s same origin policy (SOP)
S can request the profiles across the different domains

(demo later)
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◦ ◦ ◦ ◦ •◦Cross Site Request Forgery

CSRF Mitigation

Implemented protection methods

Email alert to administrators when the requests exceed a
threshold

Recommendations

Block user accounts with huge number of requests in a short
timespan

Avoid using the sequential user IDs to link to the contact
detail pages

Generate a new session ID for every request
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Cross Site Scripting

Vulnerable page

Reactions page in admin panel

Reaction contains the title of the associated bulletin

Title of bulletin not escaped before being displayed

Reactions functionality was disabled

Exploit

Script inserted in title of bulletins

Input data stored in database non-sanitized

A reaction on the bulletin is made

Script executed when reactions are displayed
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XSS - Injected Javascript in the bulletin titles
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Conclusion (1/2)

Perslink is well protected against SQL injection, login
brute-forcing and session fixation

User input is properly escaped on most of the pages

Knowledge of the URL structure of the internal pages is
crucial for the success of the attacks

CSRF and XSS attacks were successful
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Conclusion (2/2)

Recommendations

Using HTTPS is mandatory

Hashing user credentials before storage

Escaping user input before storing it in the database would be
more effective

Improvements already implemented

Vulnerability at administration panel is fixed

User is blocked after exceeding a threshold of requests per day
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Demo

Demo time!
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