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Introduction
[ ]

Digital Forensic Research Workshop (DFRWS)

» Founded in 2001, annual meeting
» Advancing digital forensic science
» Target crowd:

> University researchers

» Computer forensic examiners

> Analysts
» Since 2005 annual challenge
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Introduction

Scenario

» Suspected arms dealer

» Recovered phone from
canal (memory dumps)
» Questions:

» Evidence connecting
suspect to the sale of
arms

» Evidence of the receipt
of payment

» Recovery of any other
leads: individuals,
companies, or bank
accounts
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Introduction

What information can be expected in a mobile phone?

» Phone data > Internet data
> Log » Browser
> Phone calls > History
> Text messages » Cache
» Calendar » Bookmarks
» Appointments » E-mail
> Reminders > Sent
> Birthdays > Received
» Address book > Drafts
File d > Deleted
> rile ata- o » Account settings
» Multimedia files .
» Instant messaging
> Audio
> Video
> Photos

» Documents

Axel Puppe & Joeri Blokhuis

Research Project 2: Forensic Challenge



Method

» Standard forensic tools
» Developed forensic tools

» FAT Walker
» Xarver
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Method
[ ]

Standard Forensic tools

» Unsuccessful: Autopsy/Sleuthkit, Encase, FTK, Paraben Cell
Seizure, pyflag

» Beneficial: Scalpel(carving), Standard Linux
commands(strings, file, grep), Google goggles.

O —

a Cooglc OREIES lobs @

o Lanamark
‘aamen Gate Bridge

@ Golden Gate Bricge

Figure: Picture taken and identified by Google goggles
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FAT Walker
L]

» Extract Directory Table Entries
» On physical memory dumps

» Filenames/Extension, MAC times
(Modified /Access/Creation)

» Benefits for a forensic investigator:
> Initial research
> Possible user behaviour on the phone
> Last created files
» Build an absolute path (depending on the parent and current
directory)
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Outline nt ctio Method FAT Walker

Screenshot

File  Help

Table: |nand | v | Searchin:|Filename | v for | | orderby |cresteDate | v| | execute

Select by extension [PG | v | orderby |attribute v | | Execute

.|Filename Extension Attribute CreateTime |CreateDate ||AccessDate |ModTime ModDate StartCluster
..|25C00009 PG Deleted 16:45:56 2010-03-19  [2010-03-19  [16:45:56 2010-03-19  [1299
...|75C00008 PG Deleted 16:45:20 2010-03-19  |2010-03-19  |16:45:20 2010-03-19 |1138
SC00007 PG Deleted 16:45:02 2010-03-19  [2010-03-19  [16:45:02 2010-03-19 [994

DSC00001 PG File 12:35:.10 2010-03-29  |2010-03-29 |13:35:10 2010-03-29 |498
..|DSC00003  ||PG File 03:57:12 2010-03-28 |2010-03-28 |03:57:12 2010-03-28 [0
...,DSC00004 PG File 04:11:10 2010-03-28 |2010-03-28 |04:11:10 2010-03-28 |160

DSC00003  |PG File 03:57:12 2010-03-28 |2010-03-28 |03:57:12 2010-03-28 |54
DSC00005 PG File 06:36:02 2010-03-31 |2010-03-31 |06:36:02 2010-03-21 362
..|DSC00004  ||PG File 04:11:10 2010-03-28 |2010-03-28 |04:11:10 2010-03-28 [160

v

Memory dump 1:

» Only two distinct MAC times
Memory dump 2:

» Clear gap from 2008 to 2010

» Top files created since 2010: JPG, BIN, DAT and XML.
Not updated: Access and Modification time

Decide possible focus!

v

v

>
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Xarver
e0

<?xml version="1.0" encoding="UTF-8" 7>
<Forensics>
<Unit>
<Name> The Netherlands Forensic Institute </Name>
<City> The Hague </City>
</Unit>
<Unit>
<Name> New Scotland Yard </Name>
<City> London </City>
</Unit>
</Forensics>
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Xarver
o] ]

» XML Usage:

» Sim Cards

Databases

Open Office XML

Mobile phone (Android) applications
And more. ..

vV vy VvYyYy

» Xarver features:

v

Read raw data

Build XML tree

Deal with damaged XML
Gives offsets of original data

v vy
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Screenshot

Xarver

File Edit Help

<smil> Entry | stat | End | modified |
<message> ¢ [ =email-setlings> 1d272ad 1d272bb  false [
<di> = o [ =account-name= 1d272bf  1d272ch  false

<=> ; [ =faccount-name= 1d272ef  1d272dc  false
<options> |5 ¢ [ =accountcreated-by-user= 1d272e0 1d2727  false
<Sony_Ericsson_themy | - [ true 142728 1d272e  false
<mms-settings> D =laccount-created-by-user= 1d272fd  1d27315 false =
<Menultem version="1 ¢ [ =incoming-mailbox 1427318 1d27329 false
<email-header-settings [ mvictor 856g@gmail corm 1d2732a  1d27330  false
<email-header-settings [ =fincoming-mailbiog= 1d27340 1d27351 false
<send-state> § [ =sincoming-password= 1027355 1d27366 false
<detailed-send-result> D Bollinger! 475 ‘1 d273687 1d27374 false —
<hitrate> [ =fincoming-password= 1d27375 1d27387 false
<reftime> ¢ [ =incoming-server-names 1d2738h  1d27381  false
<recent-address> [ imap gmail com 1d273a0 1d273ae  false
<recent-address> [ =fincoming-server-name= 1d273af  1d273cd  false
<recent-address> o [ =incoming-server-address= 1d273c8  1d273d0  false
<recent-address> [ =fincoming-server-address= 1d273ed 1d27405 false
<recent-address> o= [ =incoming-port-number= 1d27400 1d2741d  false
<recent-address> [y =fincoming-port-number= 1d27422 1d27437 false
<email-seftings=> o= [ =incoming-protocol= 1d2743h  1d2744c  false |
[l 1 [ *] [ =fincoming-protocal= 1d2744f  1d27461  false ~
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Investigation
°

Combining the tools

Xarver

Email

Subject: Engine

From: Mvictor1956@gmail.com
To: grassyjansen@yahoo.com
When: 2010-03-28 04:12:18

Attachment: ffile:///tpa/system/messaging/email/Mv/msg_00005/DSC00004.JPG

N F X8 © 12:00
@  Googlegogglesiabs @
Similar Image
FAT Walker v 17a turbojet engine
Web Results

File:85 ge 17a turbojet engine jpg -
Wikipedia, the free encyclopedia

English: A General Electric }85-GE-17A turbojet
engine (1970). This was used in a Cessna A-37
attack aircraft for ground-support missions during
the Vietnam ...
http://en.wikipedia.org/wiki/File;J85_ge_17a_turbo

Google

Goggles General Electric J85 - Wikipedia, the free
encyclopedia

General Electric's J85 is a small single-shaft
turbojet engine. ... J85-GE-15 - 4300 Ibf (19 kN)
thrust; J85-GE-17A - 2850 Ibf (12.7 kN) thrust ...
http://en.wikipedia org/wiki/General_ElectricJ85

Scalpel General Electric J85-GE-17A Turbojet

Engine, (u(away - Smithsonian ..
General Electric J85-GE-17A Turbojet Engine,
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Investigation

Xarver results

» MMS
» Subjects: Look at this, This?, Contact, ...
Email

v

» Subjects: Buy, Engine, Payment, ...

v

Email Settings
Email address
Username
Password
And more. ..

vV vy VvVyy

v

Call log
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Investigation

Pictures
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Conclusion
[ ]

Conclusion

» Evidence connecting suspect to the sale of arms
» Found emails + pictures

» Evidence of the receipt of payment
» Suspected email (subject: ‘payment’)

» Recovery of any other leads: individuals, companies, or bank
accounts

» Individuals yes, Companies/Bank account(s) nothing so far. ..
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Conclusion

Questions

Questions?
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