


Overview

® XS4ALL Darknet

® Research question
® Argus

® Research
® Results
® /ero day warning system

® Internet Security Index

® Conclusion

® Future work

Rob Buijs Pr: - XS4ALL él

Michael Rave g INTERNET X



XS4ALL Darkni

® Darknets

® Traffic to the XS4ALL darkne
® For everyone E
® Not used XS4ALL space
® For XS4ALL customers

® Not used XS4ALL space

® Bogon IP’s
® Argus

® No response
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Research questi

“What information can I
captured XS4ALL Darknet
used as a zero day
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Argus
® Real time flow monitor

® Fields

® Source and destination IP addre:
® Source and destination port
® Type protocol

® Start time

® UDP first 712 bytes paylo
® 4 Months of data

® Argus tools
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Port scans

IP scans

IP patterns
Port patterns

Time patterns
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56%

Research - Protocol usage

Average Protocol Usage

TCP
® UDP
. ICMP

3686

IGMP
ARP
@® RTCP
IPvé
ESP




Research - Time pa_' *

— Average amount of packets
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® Misconfiguration
® Viruses, worms and malware

® Scans

® From where
® Countries
® (Customers

® Non customers
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Research - Traffic streams

Darknet
12.41% Unallocated

XS4ALL IP-
addresses

87.59% Bogon IP-
addresses

Router

Internet

XS4ALL NETWORK

2.98% Unallocated XS4AI__.__L_LP_ggddres_§9_s

XS4ALL Customers

87.59% Bogon IP-addresses .

Unallocated XS4ALL IP-addresses

NON XS4ALL Customers

Project Darklight



Research - Country c

Country origin of traffic to not used |
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Research - Country o

Country origin of traffic to not used
without XS4ALL customer:
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Research - Anal

® Top N

® Baseline

® T[rends
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Research - Port 2

Top _ .
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Research - Port trends

The coming of the SAY worm

Port 2967
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Research - Port trend analysis

® Trends calculation with baseline
® Effective to detect upcoming popularity of ports
® |mportant to define minimum port frequency

® Otherwise:

62.50% - Portnumber: 12149 - Port amount: |3 - Overallaverage: 8
40.00% - Portnumber: 12186 - Port amount: 7/ - Overallaverage: 5
34.21% - Portnumber: 12183 - Port amount: 5| - Overallaverage: 38
25.00% - Portnumber: 12165 - Port amount: 10 - Overallaverage: 8
18.52% - Portnumber: 12210 - Port amount: 32 - Overallaverage: 27
18.18% - Portnumber: 12204 - Port amount: |3 - Overallaverage: | |
16.67% - Portnumber: 12188 - Port amount: / - Overallaverage: 6
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Zero day warning syste

® |dentify and notify upcomiﬁ'
® Trend analysis of darknet—

® Top N analysis
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Internet security i

® Jotal amount
® Rapid increase
® Port rating

® [P rating
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Conclusion

IP origin, country of IP adcl___'
Protocol usage "

Time patterns

Port patterns

® /ero day warning
® Trend analysis .

® TJopN
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Future work

® Cooperate with Dshield /I
® Build zero day warning }
® Build internet security i _:’:.

® Build abuse messages sy:
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Questions
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