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Vraagstelling -

Vraagstelling

Vraagstelling van KPMG

Welke bedreigingen vormen covert channels voor
een informatievoorziening?

Y " The adversary establishes
Intranet eV : o e acovert channel over the  |nternet
b y 'I.'i._"

permitted protocol(s).
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Bron: http://www.radium.ncsc.mil/tpep/library/rainbow/5200.28-STD.html
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Voorbeeld

Carriers in HTTP/1.0 requests:

Request Simple-Request | Full-Request

Simple-Request "GET™ 5P Requesi-URI CRLF

Ful I-Request Request-Line
*| Gemeral-Header

| Requesi-Header
| Enti1ly-Header )

[ Ent1ty—Body |

- Rection 5.
. Seclion 4.
. Section 3.2
. Seclion

- Rection
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Classificatie (2)

Gedrag (actief, passief)
Efficiency

Path (direct, indirect, spread)

Intranet Single-carrier covert channel Internet

(dejmuxing i (de)muxing
iy _— d

H 1 A 1]

-4 - Control Channel Control Channel - el

Multiplexed
-+ channel using -

a single carrier s Data Channel = - - e
- - Data Channel
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Classificatie (2)

Gedrag (actief, passief)
Efficiency
Path (direct, indirect, spread)
Intranet Multcarrier spiced covert channe Internet

-l - ' Control Channel Control Channel - - e
«P:1.1.1.1 ¢ -

Splicer

-2 - - Data Channel » - - - - - /vé = - < | IP:2222 [+ - >\Data Channel - - e
f- - B - - §IP:3.333 ;

Merger
Data is spliced over N routes, ideally using
N different carriers (e.g. one ICMP carrier All carriers are routed to
and two different HTTP carriers). the same Merger node.
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Kwaliteiltscriteria

#1: Robuustheid

Transmissiecontrole

Synchronisatie

Synchronization problem
for spatial channels

Order of sending Order of receival

--- wrong bit order!
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Kwaliteitscriteria 3
#1: Robuustheid

Transmissiecontrole i

Synchronisatie

Synchronization problem
for temporal channels

Time (sender) Time (receiver)

--- prablem: skipped one window,
received two packets in next
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